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1.1 Introduction
adzt (0 Ba GO&A/ 2 Yy SONDNIES & & RS a MAW(Rdehingta-Machine) applications.

With a built-in world-class 4G LTE module, you just need to insert SIM card from local mobile carrier to get t
Internet. The dual SIMiesign provides a more reliable WAN connection for critical applications. By VPN
tunneling technology, remote sites easily become a part of Intranet, and all data are transmitted in a secur
(256-bit AES encryption) link. The feature of D allows gatewato have reatime response whenever events

are detected by sensors.
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1.2 Contents List

1.2.1 Package Contents

Description Quantity

MultiConnect rCell modem
Antennas (Cellular)

Antennas (WiFi)

Power Adapter

8 pin Terminal Block (Power and I0O)

4 pin Terminal Block Power Adapter
(RS232 / RS485)

Ethernet Cable

Din Rail Bracket

Desktop Mounting Bracket Set
Quick Start

RN N

S
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1.3 Hardware Configuration
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1.4 LED Indication

PWR WiFi CeLL
Serial

1 5G Signal

Status

2 24G WAN

LED Indicators

Iltem Description

Power On: Solid depending on DC power input applied. (12V to

1/Power 2 48VDC)

Status Off: Solid when the device is power on and booting.
On: When the device is ready and running normal.

SIM A/B On: SIM card detected and ready.

Off: SIM card not present or not detected.

Flashing: Detecting and querying SIM card information.
Serial On: Serial WAN is established and active.

Off: No active WAN connection.

Flashing: While data packet transferred via Serial port.
Cell Signal On: Solid when there is a strong cellular signal.

Off: No cellular signal.

Flashing fast: Medium cellular signal.

Flashing slow: Weak cellular signal.

Cell WAN On: Solid when there is a an active WAN connection.
Off: No active WAN connection.

WIFI 5G/2.4G | On: Solid when Wi-Fi is enabled and active.
disabled.|
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1.5 Installation& MaintenanceNotice
1.5.1 SYSTEM REQUIREMENTS
1 AgigabitEthernetRJ45able
A4 . AL A+ a ., x T 4Gcellular service subscription
g S leie ML WS e s sy el 1 IEEE 802.14/b/g/n/ac wireless clients
1 10/100/1000 Ethernetadapter on PC
Computer with the following:
1 Windows®, Macintosh, or Linipased operating
system
2 S®FASR /2y TAIdNI GA2 1 Anlnstalle.d Ethern.et adapter
wSlj dA NBY Sy i a Browser Requirements:
1 Internet Explorer 6.0 or higher
1 Chrome 2.0 or higher
1 Firefox 3.0 or higher
1 Safari 3.0 or higher
1.52 WARNING
/ ., Only use the power supply that complys with the \

power specification of the gateway. Using an out -of -
spec voltage rating pow er source is dangerous and
may damage the product.

! u lj S )/ l:I A 2 yDo not open or re pair the case yourself. If the
product is too hot, turn off the power immediately

tkb {naontTTnIZ wo9+xtd wMm
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FOR PORTABLE DEVICE UE&0BHE from body/SAR needed)

Radiation Exposure Statement:
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Radiation Exposure Statement:
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1.53 HOT SURFACE CAUTION

Burn hazard.

Hot surface inside.

Allow to cool before
servicing.

&
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1.6 Hardware Installation
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1.6.1 Mount the Unit

¢ K&CwicMHOMY 0SS ¥gdzy iR EE X K2NRT 2y GFt LI FYySS 2N ¢
I OO0S & & 2mMAISET 62 NI 2 LI Ky fY 2aAIi @ Y ENE OYWSiE a2 OsERaSdz0 2 yo
2dzi 2Fh FEOASNBONBSHE (BN O8] &yi (2 y] ALK RFdxONE {

1.6.2 Insert the SIM Card

21 wbLbDY .9Chw9 Lb{9w¢LbD hw /I!bDLbD ¢
th29w hC ¢19 59+L/9 L{ {2L¢/195 hCC®

¢KS {La O 2®I i SRUMEREEK 8§ T KSA230\3/dd y S S Ri KiB2 oldplrdli RLJdz f
{La OFNR 21 RSN 2dzi 0ST2NB AyadlfftAy3d 2N NBY2OAyY
OFNR® ! FGSNI {La OFNR A& ¢StfaflL¥d @SR LlzaK (KS {L
{GSLI MY {GSLI nY 3 {GSLI oY

t,dzé}K UKS oc¢ tdzi {La C t dzi ol O1 {

uk Ol oz CJZ){f az2zo01sSu FA Ayidz GKS {

{La a201Sid
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1.6.3 Install the External RF Cable and Antenna
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1.6.4 ConnectingSerial Devices

¢ KSC wicMHIDNE GARE ¢ SNIYAYNK IF62 NIBDORLY Yy SOG Ay 3 ol 2 28 ¥ &XDiGa &
RSOAOSI SINY AlyKeh (1 & f B QP NAIKG mByKkh GAABNSSY¥KAGE FI &{ 0
tAyY ™M n H o]
tAYN tAYH t Ayo t Ayn
wie o Db 5 w- 5 ¢ 5 Db 5
winy| Db5 | 5! @ 51 ¢! Db5
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1.65 Connecting DI/DO Devices
C KSNBYBINB2Y®h LI2NIa 23SHGKSNI gAGK L2 g SN LISWNAYE X I

O O
+

O O
© O
Mode ~ Specification
- Trigger Voltage (high) Logic level 15V~30V
Digital Input Normal Voltage (low) Logic level 0: 0\&v
Voltage Depends on external device
Digital Output | (Relay Mode) maximum voltages 30V
Maximum Current 1A

Y

OEI YL S 2F /2yySOiGA2y 5AF3INIY

PWR1

[ GND
GND

— PWR2 VSRC BUTTON

DI+ T -

]|

DO+ VsRe - °
DO LT

ALARM _T_
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1.6.6 Connecting Power

¢t KStwicmu®dy 0SS LR 6SNBR ydRe 20 WiBROARPYAIKS §( SNMA ¢ dA LR
Rdzvfi 2 ¢y5/ LI26SWN EYLIUA aR WHRA DQBRDOIENSS NI GSNYAYLE o0f 20
OKSO]l OIFINBTFdzZfe FyR O02yySOiG (2 GKS NRARIKG LI26SNI N
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= 2 z g
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GKSY GKS LINAYFNE LR2oSN FTlLAfaod
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t2wm | YyR tZWH addzLJLJ @ NBI|dZANBR LR gSHRAYAZ GOFESAHAE & |

b20SY ¢KSNB YIe 0SS |y | YRATEEND YOOI dzad X By aTt NI YK
g2tiad tfS1FasS 68 FaadNB (KIFG GKS SEGSNYIf LI26SNI &«
Y& SyO2dzyiSNJ §KS | YOATdz2dza aAldzZ G§A2Yy G&I (J2 8 NE
Aa2YSURFSEKSA VNIRAGKER L2 6 SNJ 02y (i NP f dzMMBIWOIzA Yi2 R & il
t 2 whl2 oS MLILBEIA SGBKS &1 YS GAYSo®
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1.6.7 Power Supply Installation

CKS LI2ggSNI adzllLlt e Aa |y 2LIA2yIFE dzyAdG>E A& 2 (
SEGSNYIf Lo SN & dasiSaNK &y B (CORBMIBLRNRNIAARSA YTy S EJR B ISHN
ddzLAY @G tdi £ GA2Y

U AC Power Qae Installation

The power supply unit power requirement is 1RO0V AC, 50/60Hz with power input lines. AWG 18 power
cableisrecommended

The terminal pin number assignment as below

PinNo. | Assignment
1 FG &
2 ACIN
3 ACIL

Please connect the live line, neutral line and earth line toatieesponding location.

U DC Power Terminal Block Installation
The Power Supply unibayconsist of one set or two sets of DC power output cordact

You can connect the DC power supply and the terminal block power pins, as shown below, of the gateway wi
a power cableAWG 18 power cablis recommended

tkb {nantTTnX wo9xd wm H
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Insert DC power wirinto the contacts PWR1 or PWR2. The +V connect to PWRameV connectto GND.
After that, plugin the terminal block to the socket at the side of the gateway.

Finally, onnect the power plug of the powesupply cabldo an outlet, thenthe power supply units witlirn on
and provideDCpower tothe connected device

tkb {naontTTnIZ wo9+xtd wMm H
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1.6.8 Connecting to the Network or a Host
¢ K5¢ wacS NINREOv WRrSgiatil 22 N2 v Yy KOuannnda M inK SNy S o LG OFy | d
é}LJSSR 2y (UKS ySig2N)] yR O2yFAIdzZNBE AdGaSt T o[deiboY | :

GKS RSOAOS YR LXdA Fy20KSN Sy /7 (6N 9 (LB2NNIES (L y
dzaS GKS wwnp 90KSNYySi @It EBSUFSO2FRDGETARI ORETKA

1.69 Setup byConfiguring WEB Ul

You can browse web Ul to configure the device.

Type in thd P Addresghttp://192.168.2.1)*

& 1582.168.21

When you see the login pagenter the user name angbassword and then click2 3 Houyfton.
The default setting for both username and passwordis R Ydi y Q

TECH QO

MultiConnect® rCell 600 v5.03

Seemame. @

Password:

This system is for the use of authorized users only. Individuals using this system without
authority, or in excess of their authority, are subject to having all their activities on this system
monitored and recorded by system personnel.Anyone using this system expressly consents to
such monitoring and is advised that if such monitoring reveals possible evidence of criminal
activity, system personnel may provide the evidence of such monitoring to law enforcement
officials.

1 The default LAN IP address of this gatewd@& 168.21. If you change it, you need to login by using the new
IP address.
2C2NJ aSOdzNR & YO&§E A RENR RS WK ¥BdzB yRNR FTNRRS RSTI d-
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Vd

| KI LAL.SNIA O bSO g2NJ
'2.1 WAN& Internet Setup

‘Widget
» Physical Interface = » Connection Setup ¥ Load Balance

Physical Interface List E]
Interface Name Physical Interface Operation Mode Action

WAN-1 Ethernet Always on

WAN-2 36146 Failover [ Edit ]

The gateway providemultiple WAN interfacs to let all client hosts in Intranet of the gateway access the
Internet via ISP. But ISPs in the world apply various connection protocols to let gateways aleise€'s dial
in ISPend then link to the Internet via different kinds of transmit media.

Sq the WAN Connection lets you specify the WAN Physical Interface, WAN Internet Setup and WAN Lo
Balance for Intranet to access Internet. For each WAN interface, you must specify its physical interface first a
then its Internet setup to connect to ISBesides, sinche gateway has multiple WAN interfaces, you can assign
physical interface to participate in the Load Balance function.

2.1.1 Physical Interface

Physical Interface

Physical
Interface List

Interface
Configuration

J, Select
Physical
Interface

J, Select

Operation Mode
=Always on

ok

tkb {naontTTnIZ wo9+xtd wMm H



adzg GA/ 2yySOG NI Sttt cnn {SNASE ! 4aSNJ DdzA RS

} Physical Interface = P Connection Setup ¥ Load Balance

Physical Interface List "A ‘
Interface Name Physical Interface Operation Mode Action
WAN-1 Ethemnet Always on Edit

WAN-2 3GM4G Failover Edit

Interface Configuration ( WAN - 1) ‘:‘

ltem Setting

» Physical Interface Ethemnet v

+ Operation Mode Always on v

» VLAN Tagging [0 Enable 2 (1-4095)

M2M gateways are usuallgquipped with various WAN interfacesto support different WAN connection
scenario for requirementYou can configurthe WAN interfaceone by one to get proper internet connection
setup.

The first step to configure one WAN interface is to specify which kind of connection media to be udeal for t
WAN connection, as shown in "Physical Interface" page.

In "Physical Interface" page, there are two configuration windows, "Physical Interface List" and "Interfac
Configuration”. "Physical Interface List" window shows all the available phiydardhces. After clicking on the
"Edit" button for the interface in "Physical Interface List" window the "Interface Configuration™ window will
appear to let you configure a WAN interface.

Physical Interface
Ethernet WAN:The gateway has oneJ45 WAN pts that can be configured tdbe WAN connectionYou
can directly connect texternal DSICable/T1modemor setup behind a firewall device

4G WANThegatewayhas onebuilt-in 4GcellularasWAN connectionFor eaclcellularWAN,there are 1
or 2 SIM cards to be insertédr special failover functian

( )

Please MUST POWER OFFthe gateway before

' you insert or remove SIM card.

The SIM card can be damage d if you insert or

remove SIM card while the gateway is in

Operation Mode
There are threoptionA 6 SYa B8V é Bl 681 Af 20SNEZX |yR a5AalofSé¢ T2
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Alwayson: Set this WAN interface to be active all the tird¢nentwo or moreWANare establishedat "Always
on" mode outgoingdata willthroughthese WAN connections base on load balance policies.

Failover

Diagram For Failover

s

Q}Disconne,cted
G X

ISP-DSLAM

3

ISQJ\n

(&) Failback to WAN-1

(D)

@ Failover

} WAN-2 Gateway

() /
Cellular f‘& (@ Change Routing to WAN-2

*WAN-2 Failover WAN1

()

Cellular ‘xf

WAN-1

Physical Interface: Ethernet
Operation Mode: Always on

‘ WAN-2 Gateway

B WAN-2 Terminate Connection

WAN-2
Physical Interface: 3G/4G
Operation Mode: Failover (WAN-1)

*"WAN-1 Failback, WAN-2 Terminate

Seamless Failover

Diagram For Seamless Failover

s

ISP-DSLAM
@

D

(D)

|sconnected

G—

()
Cellular,{& )

*WAN-2 Failover WAN1

WAN-1

Fallover
WAN-2 Gateway

Cang(outmg to WAN-2

Q —
ISP-| LE

(&) Failback to WAN-1

) .

Cellular ;,{

@ Keep alive, no traffic

*"WAN-1 Failback, WAN-2 Keep Alive

A failover interface is a backup connection to
the primary. That means only when its primary
WAN connection is broken, the backup
connection will be started up teubstitute the
primary connection.

As shown in the diagramWAN2 is backup
WANfor WAN1. WAN1 serves ashe primary
connectionwith operation mode "Always on".
WAN2 g2y Qi cated uhtiO vl
disconnected When WAN1 connection is
recovered back wh a connection,t will take
over data traffic again. At that time, WAN2
connection will be terminated.

In addition, there is a "Seamless" option for
Failover operation mode. When seamless option
is activated by checking on tli8eamless” box in
configuration window, both the primary
connection and the failover connection are
started up after system rebooting. But only the
primary connection executes the data transfer,
while the failover one just keeyp alive of
connection line. As soon as the primary
connection is broken, the system will switch,
meaning failover, the routing path to the failover
connection to save the dial up time of failover
connection since it has been alive.

When the a { SI Y Saac¢ Sylisof S
activated, itcanallow the Failover interfact® be
connected continuouslirom system booting up.
Failover WAN interface just keeps connecting

without datatraffic. The purpose it shortenthe switch time during failover procesSo, wherprimary
connection is disennected,failover interface wiltake over the datatransfer missionnstantly by only

tkb {nanntTTnX w9+
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changing routing path tthe failover interface The dialingup time of failover connection is saved since it
has been connected beforehand.

VLAN Tagging

Sometimes, your ISP required a VLAN tag to be inserted into the WAN packets from Gateway fosspecH
Please enable VLAN tagging apecifytagin the WAN physical interface. Please be noted that only Ethernet
and ADSL physical interfaces suppbe feature.For the device with 3G/4G WAN only, it is disabled.
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Go to Basic Network WAN >Physical Interfactab.
ThePhysical Interfacallowsuser to setupthe physicaWANinterface and to adjust WA®I behavior.
Note: Numbers of available WAN Interfacas be different for thgurchasedyateway

Physical Interface List |’. |

Interface Name Physical Interface Operation Mode Action

WAN-1 Ethemnet Always on m
Watk2 3616 Falover

2 KSYRadzi G2y X al yNHXGRSSRA IA&RNNBE S Y 6Af m  IALJLISENSBHIZDS R
SEI yaLJx §

Interface Configuration

Interface Configuration { WAN - 1) |T

Item Setting

¥ Physical Interface Ethernet v

» Operation Mode

» VLAN Tagging [ Enable 2 (1-4085)

1. A Must fill setting Selectone expected interface from the available interface dropdown li
2. WANL is the primary It can be3G/4G or Etherent

interface and is factory Depending on thgatewaymodel, Disableand Failoveroptions will be
set to Always on. available only to multiple WAN gateways.

Define the operation mode of the interface.

SelectAlways onto make this WAN always active.

SelectDisableto disable this WAN interface.

SelectFailoverto make this WAN a Failover WAN when the primary or

Physical Interface

Operation Mode A Must fill setting the secondary WAN link failed. Then select the primary or the existed
secondary WAN interface to switch Failover from.
(Note: for WANL, onlyAlways onoption is available.)
CheckiEnablebox to enter tag value provided by your ISP. Otherwise
uncheck the box.

VLAN Tagging Optional setting Value Rangel - 4095.

Note: This feature iBlOTavailable for 3G/4G WAN connection.
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2.1.2 Internet Setup

Internet Setup

Internet

Connection List

l;‘tepeat Edit

WAMN-x

Internet Connect

Configure [WA

I ——
Ethernet

Popup

After specifying the physical interface for each WAN connection,
administrator must configure their connection profile naeet the dial in
process of ISPso that all client hosts in the Intranet of the gateway can
access thénternet.

In "Internet Setup" page, there are some configuration windows:
"Internet Connection List", "Internet Connection Configuration”, "WAN
Type Configuration” and related configuration windows for each WAN
type. For the Internet setup of each WANarface, you must specify its
WAN type of physical interface first and then its related parameter
configuration for that WAN type.

After clicking on the "Edit" button of a physical interface in "Internet
Setup List" window, the "Internet Connection Confaion" window will
appear to let you specify which kind of WAN type that you will use for that
physical interface to make an Internet connection. Based on your chosen

WAN type, you can configure necessary parameters in each
corresponding configuration wirzv.
Internet Connection List @
Interface Name Physical Interface Qperation Mode WAN Type Action
WAN-1 Ethemet Always on Dynanmic IP Edit
WAN-2 3GMG Failover 364G Edit
Internet Connection Configuration ( WAN -1) E]
Item Setting
» WAN Type
Dynamic [P WAN Type Configuration
Item Setting
¥ Host Name \ | (Optional)
, 157 Registered MAC Address [ ] (Optional)
¥ NTU Selup [ Enable
b NAT Enable
¥ IGMP
» WAN IP Alias [ Enable 10.0.0.1

t kKb
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Internet Connection ListEthernet WAN

Internet Connection List

WAN Typdor Ethernet Interface:
Ethernetis the most common WAN and uplink interface for M2M gateways. Usually it

Pr——— Is connected withkDSL or cable modem for you to setup the WAN conneclibere
Configure are various WAN types to connect with ISP.

- A Static IPSelect this option ifSP provides a fixed i®youwhen yousubscribethe
( WAN Type= > service Usually is more expensive but vémyportant for cooperate requirement.

Dynamicte A Dynamic IPThe assignedP address fothe WANby a DHCRerveris different
PPPOE | every time.lt is cheaper and usually for consumer use.
poTP L/ sy A PPP over EthernetAs known as PPPoE. This WAN type is widely used for ADSI
“““ XXX WAN Type connection.IP is usually different for every dial up.
Coiipesthy A PPTP:This WAN type igopular insome countries, likRussia.

L4 Setup
Ethernet Connection
Common Configure

A L2TP :This WAN type igopular insome countries, likésrael.

Internet Connection List E]
Interface Name Physical Interface Operation Mode WAN Type Action
WAN-1 Ethernet Always on Dynamic IP @
WAN-2 3G/A4G Failover 3GMHG m
Internet Connection Configuration ( WAN -1} E]
Item Setting
» WAN Type [Dynamic IP ~]
| Static IP |
Dynamic IP WAN Type Configuration EPPaE E]
Item PPTR Setting
L2TP L
¥ Host Name —| (Optional)
» ISP Registered MAC Address |:| (Optional)
» MTU Setup [ Enable
b NAT Enable
v IGMP
» WAN IP Alias [0 Enable |10.0.0.1
Network Monitoring Configuration E]
Item Setting
» Network Monitoring Configuration Enable
» Checking Method
¥ Loading Check Enable
¥ Query Interval (seconds)
» Latency Threshold (ms)
+ Fail Threshold (Times)
b Target1
» Target2

Configure Ethernet WAN Setting

2 K SY/Ra aﬁzu G2y A& GISINIKSAISR 2 yy S GUGINSYS yI 207AT AsH diNyDIGSHNNAE0SR
GKAE ®EI YLX S
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21 p ¢&BBSYITYAO Lt
Internet Connection Configuration ( WAN -1) E]‘
| » waN Type : [Dynamic P v] - |
2 KSy @2dz aStSO0 AGX b5yl YAO®LL GBIYE ¢ &IRS a/SAYiANAdz
Dynamic IP WAN Type Configuration E]
Item Setting
+ Host Name ‘ | (Optional)
, ISP Registered MAC Address | Con- [

Dynamic IP WAN Type Configuration

ltem Value setting Description
Host Name 'y 2LJi A2yl f Enterthe host namerovided by youService Provider
Enterthe MAC address that you have registered with ysenvice
L{t wS3radi An optional settin provider. OrClick theClonebuttonto cloneg 2 dzNJ t / Qa a.l /
| RRNB & & P 9 Usuallythisisthet / Q&4 a'!/ F RRNB&A | 44aA 3y ¢
Internet.
21 b c¢eLsUt {adFdA0
Internet Connection Configuration ( WAN - 1) E]
tem Setting
\»w»\NType \
2 KSy @e2d{ aBGSOGLAGE! b RIS ¢/ BNISNVEIzNY RA AV GGAY I A&
Static IP WAN Type Configuration E]
Item Setting
» WAN IP Address
» WAN Subnet Mask
» WAN Gateway |
» Primary DNS \:I
» Secondary DNS \:I (Optional)
» MTU Setup ] Enable
» NAT Enable
» IGMP Disable v
» WAN IP Alias [J Enable 10.0.0.1

Static IP WAN Type Configuration

Item

Value setting

Description

WAN IP Address A Must filled setting Enterthe WANIP addresgivenby your Service Provider

21 b {dzoySiG AMustfilled setting Enterthe WAN subnet mask givdiy your Service Provider

21 b DFGSél AMustfilled setting Enterthe WAN gatewayP addresgivenby your Service Provider

t NA Yl NBE 5 b AMustfilled setting Enterthe primaryWAN DN$P addresgivenby your Service Provider
{ SO2YyRI NE An optional setting Enterthe secondary??AN DN3P addresgivenby your Servic®rovider

21 p ¢RLIT ttt29
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Infernet Connection Configuration {WAN - 1) E]
Item Setting
|>WANTwe \
2 KSYy @82dztaSR®00 ¢RALS H2yFAI@RNLGEYEDHI gy RE & SK IIRIFHENR &

PPPoE WAN Type Configuration B
Item Setting

b IP Type

» PPFOE Account | |

» PPPOE Password [ |

» Frimary DNS [ ] ptona)

» Secondary DNS |:| (Optional)

» Senvice Name [ | (Opional)

» Assigned IP Address I:I (Optional)

PPPoE WAN Type Configuration

ltem Value setting Description

PPPOE Account A Must filled setting 9y KNS t! tatSANG b I Y SO SLINRBHRIISASP t N2 O
ttt29 t I aa AMustfiled setting 9y KNS t t t 2 OLINDIZIRSHNTNIIA OSP t NB O A
t NA Yl NBE 5 b Anoptional setting 9 y (itH& N address of Primary DNS server.

{ SO2y RI N®B  Anoptional setting 9 v (it N address of Secondary DNS server.

{ SNDA OS b Anoptional setting Enter the service name if your ISP requires it

' 4&4A3y SR L Antional setting Enter the IP address assigned by your Service Provider.

tkb {nnnTTNnZ W9xd wm™m o]
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Internet Connection Configuration (WAN -1)

Item

g

Setting

PRTP v

‘ b WAN Type

2 KSy2dz aStttS®Ow b A d&ELIS

[ 2YFAI@NLGESYED I ¢ RE & SK IRIEENRA &

PPTP WAN Type Configuration

Item

g

Setting

Dynamic |P Address v

+ IP Mode

b Server IP Address [ Name \ |

L

» PPTP Account

L

¥ PPTP Password

» Connection ID

— ]

+ MTU Setup [ Enable

+ MPPE [] Enable

PPTP WAN Type Configuration

Item Value setting

Description
{StSO0 SAGKSNI {iGFdAO 2N DeylysOd
2 KSyh I A0 Be & RBRNiGAHR P $ QKNG B

Lt ! RRINBafadoyS3yRababDl ®Sgl &
A WAN IP AddreséA Must filled settindyEnterthe WANIP
. . addresgyiven by youService Provide
P Mode AMust filled setting A 21b { dzoy &MusafileiisetingYEnterthe WAN
subnet mask given by yo@ervice Provider
A 21 b DI *SMust 8lled settingvEnterthe WAN gateway
IP addresgiven by youService Provider
s 2 KSRy | YADSILSDODKESRE | NBE y2 | 0@
Server IP . . Enter the PPTP server name or IP Address.
A Must filled setting
Address/Name
PPTP Account A Must filled setting 9y KNS dzd S MY I YS LINK SINIGRO S0 & N2 2ok
tte¢t tI &ag AMustfiled setting OY KNS tt ¢t O2yYISHIARKS RB Gl % & DLk

Connection ID An optional setting

Enter a name to identify the PPTP connection.

atto9 An optional setting

{ StBOap SSyk 6@ S ONP a atifdiz2 & 2@ yay ONZ
aSOdzNA(Ge F2NIttet O2yySOlGAzyd
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21 b ¢EHISEK

Internet Connection Configuration { WAN - 1)

ftem Setting
¥ WAN Type
2 KSY e2dz[aSitS00¢c AllS /R Y FTAI@NLGSYYH | g Rt & Sk IRIFANR a

L2TP WAN Type Configuration ‘T|
Item Setting

» IP Mode

b Server [P Address | Name ‘ ‘

» LITP Account \:I

+ L2TP Password \:I

» MTU Setup [ Enable

» Senvice Fort [User-defined v [1702 |

+ MPPE [T Enable

{ St SO0 SAGKSNI {d GAO L2yNI SNYS iy AGC
2 KSIyl I A0 B B BRANEMAKMH R X ¢ QIS B
Lt ! RRNBapdooySyRababDl ®Sal &

A WAN IP AddreséA Must filled settingYEnterthe WANIP
' : addresgyiven by youService Provide
P Mode A Mustfilled setting A 21 b { dzoy S\iMusiilled dettingYEnterthe WAN
subnet mask given by yo&ervice Provider
A 21 b DI t*XSMust Blled settingyEnterthe WAN gateway

IP addresgiven by youService Provider
2 KS5/ey | YABDSILSOKSRE I NB y2 |
' = = —~ w~ !
Server IP A Must filled setting 9 SN GKSNIISINItY ' YS 2NJ Lt ! RRNBaa
Address/Name

L2TP Account A Must filled setting 9y WiIKNITRIZA SN I YS LINK GANBZEARO S0 & N2 220N

[ 6t t I aag2 AMustfiled setting 9y WIKNGTRO2 Yy SOUG A 2MINRID AR B R SR A © BhizN
9y IKESS NIUR @8  (LK/TG0SANG/KBEIA O S

¢t KSNBE I NB (KNESt HiiidRrya Oly oS

. Ddziit2eYXi Attt o6S Fdzi2YIlF GAOL

Service Port A Must filled setting . MTAM 0CR NS A a502NP MD & MIF2/NAS O

/IL{/ h qéSNJZSNJ
T ASHYSRE SINID A OISR 702 RB R SHE A

LA
t N2 @A RS NJ
: : { StBYOaGRSSHE 6@ 5 ONE & 2TI2 & yzmy iy O NX
att?9 An optional setting ASOdNRGE F2NJttct O2yySOiAzyd
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Ethernet Connection Commo@onfiguration

Commo Configure » MTU Setup D Enable
Select
Connection » NAT Enable
Control
L oceun + 1GWP
“MTU
I -MAT Enable? I » WAN IP Alias (] Enable 10.0.0.1
Enable
e twork Network Monitoring Configuration E]
Monitor Mo
Yes Item Setting
¢ Select
“DMNS Query » Metwork Monitoring Enable
rieme ‘Ie‘k'“g Configuration
Setup » Checking Method DNS Query v
*Loading Check?
*Check Interval + Loading Check Enable
*Check Timeout
*Latency Threshold v Query Interval 5 (seconds)
*Fail Threshold v
qareer? ¥ Latency Threshold 3000 (ms)
“Targe
» » Fail Threshold (Times)
Enable
IGMI::rEnahle? k Targeti DNS1 w
WAN IP Alias? I
& ) Target2

KSNBE NP a2YS AYLERNIFYyd LI NFYSGSNB (2 06S asSiadzd
2ft 296 dzLJ GKS NHzZ S (2 O2y FAIdz2NB P

[ 2YyYySOGR2Y [ 2y (NI

Auto-reconnect This gateway will establish
Internet connection automatically once it has
been booted up, and try to reconnect once the

ISP-DSLAM (D Disconnected Gateway

— I§ ._)(TDSLO_

@ Re-connecting O2yySOiA2Y A& R2oyd LGQ:
Auto-reconnect this scheme if for mission critical applications to
ensurefull-time Internet connection

Connecton-demand:¢ KA a I iSgl & 41

)(DSL

gateway will disconnect WAN connection if idle
time reaches value of Maximum Idleni.

ISP- D
@smn °°”"e°t'”9 Gateway  astablish Internet connection until local data is
--------------------------- going to be sent to WAN side. After normal data

HOHOOOHOL Ok

Connect-on-demand i |
(D Request Coming

tkb {naontTTnIZ wo9+xtd wMm 0
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Ispﬁ (@) start Connecting
B>

—— @ Disconnect when idle timeout

Manually

Gateway Manually:¢ KA a 3IFGSgl & g2yQi

;I

21 p O2yySOlGA2Y dzyGAf &2«
on web Ul After normal data transferring
between LAN and WAN sides, this gateway will
disconnect WAN connection if idle time reaches
value of Maximumdle Time.

Please be noted, if the WAN interface serves as the primary one for another WAN interface in Failover role,
LJI
NBEO2yySOiG 6! fglea 2y0¢d

| 2yySOlGAz2Yy

/

2y 0 NP f

bSie2N] a2yAii2NRy3

“Check Loading
Enable?

alive checking
) N *FQDMN Query or
*ICMP Check

“Checking
Timeout"”?

Yes

Wait for

“Check Interval”

-
~

Fail = Fail +1

Fail >
Fail Thresh ?

Yes

Exception Handing
System Re-initial

tkb {naontTTnIZ wo9+xtd wMm
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It is necessary to monitor connection status continuous. To
do it, "ICMP Check" and "FQDN Query" are used to check.
When there istraffic of connection, checking packet will
waste bandwidth. Bsponse time of replied packets may
also increase. To avoid "Network Monitoring” work
abnormally, enalwhg "Checking Loadingdption will stop
connection check when there is traffic. It will wait for
another "Check Interval" and then check loading again.
When you dodNetwork Monitoring, if reply time longer
than "Latency" or even no response longer than "Checking
Timeout", "Fail" count will be increased. If it is continuous
and "Fail" count is more than "Fail Thresholti& gateway

will do exception handing process and-ingial this
connectia again . Otherwise, network monitoring process
will be start again.
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Set updEthernet Common Configuratian

t

Connection Control

Maximum Idle Time H® . & cR$IFTI d

A Must filled setting

M @n Optional setting

4802y Rak W &

M @n Optional setting
HIPY OKB®O1RST

A Must filled setting

2. Auto (value zero) is

set by default

3. al ydzr f as
MHANYMp nn

An optional setting

Aa oy

RSTI dzt @

1. A Must filled setting

2. Disable is set by

1. An optional setting

2. Uncheckby default

MTU Setup

1.
MTU Setup

1.
NAT 2. b!l¢
IGMP

default
WAN IP Alias
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Enable NAT to apply NAT on the WAN connection. Uncheck the box 1
disable NAT function.

NEdzﬁéNJ g2

oyl bD&t oOLY
f
u

ASYSN} G SRNBERdOBavw I yRARIK ©RYEA
YySGig2N] SY@ANRYYSyid G2 | @2AR ¥Ff
EnableWAN IP Aliashen enter the IP address provided by your service
provider.

WAN IP Aliass used by the device router and is treated as a second s
of WAN IP to provide dual WAN IP address to your LAN network.
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k Query Interval

v Latency Threshold
+ Fail Threshold

¥ Target1

k Target2

Network Monitoring

Configuration

Checking Method

Loading Check

Query Interval

Check Interval

Latency Threshold

Fail Threshold

Target 1

{nnntTtnZ

adzf GA/ 2yySOG NI Stf cnn {SNASa ! &SNJ DdzA RS
Network Monitoring Configuration |T|
Itern Setting -
r Metwork Monitoring Enahble
Configuration
» Checking Method ||:}NS Query V|
¢ Loading Check Enable

(seconds)

mo)

(Times)

DNS1  ~

1. An optional setting
2.Boxis checked by
default

M An Optionalsetting
H DNS Querys set by
default

1. An optional setting
2.Boxis checked by
default

M @n Optionalsetting
HP aSQAAay RS
o0& RSTldz G¢

M 4An Optionalsetting
H 8000 msis set by
default

M 4An Optionalsetting
H Btimesis set by
default

1. An Optionalfilled

wo9+d ™

M @n Optionalsetting
HP aSQAay RS
08 RSTFIdz (¢

| KSOPYytw®E (2 I OGAGFHGS GKS ySi¢

Choose eitheDNS Querpr ICMP Checkintp detect WAN link

With DNS Querythe system checkthe connectionby sending DNS
Querypackets to the destination specified in Target 1 and Target 2
With ICMP Checkindhe system will check connectiooy sending ICMP
requestpackets to the destination specified in Target 1 and Target 2
| KSOPythtw®E (2 +FOGAGEHGS GKS 21 F
Enable Loading Check allows ti@ewayto ignore unreturned DNS
gueries or ICMP requests when WAN bandwidth is fully occupied. Thi
to prevent false linkdown status.

Specify a time interval as the DRR8ery Interval

Query Intervaldefinesthe transmittinginterval between two DNS Quer
or ICMPcheckingpackets.

With DNS Querythe system check theconnectionby sending DNS
Querypackets to the destination specified in Target 1 and Target 2
£ £ dzS Ywimyi® 3 n @

Specify a time interval as the ICNRecking Interval

Query Intervaldefinesthe transmittinginterval between two DNS Quer
or ICMPcheckingpackets.

With ICMP Checkindhe system will check connectidoy sending ICMP
requestpackets to the destination specified in Target 1 and Target 2
£ f dz8S Ywivyid S n ®

Enter a number of detecting disconnection times to befttieshold
beforedisconnectionis acknowledged.

Latency Thresholdefinesthe tolerancethreshold of responding time.
£+ € dzS Ywr yoBnShn ASO2y Ra®

Enter a number of detecting disconnection times to befttieshold
before disconnectionis acknowledged.

Fail Thresholdpecifieghe detected disconnection before the router
recognize the WAN link down status

1 £ dzS YwmyfIBAYSa D

Targetl specifieghe first target of sending DNS query/ICMP request
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t

setting
2. DNSl1is selectedby
default

1. An Optionalfilled

setting

Target 2 2. Noneis selectedby
default

Save N/A

Undo N/A

Kb {nnntT1Tn%Z wo9xd m

DNS1set theprimaryDNSo be the target
DNS2set thesecondarypNSto be the target.
Gateway set theCurrent gatewayo be the target
Other Host enter an IPaddresgo be the target
Targetl specifieghe secondtarget of sending DNS query/ICMP reques
None:no secondargetis required.

DNS1set theprimaryDNSo be the target
DNS2set thesecondaryDNSto be the target.
Gateway set theCurrent gatewayo be the target
Other Host enter an IPaddresgo be the target
ClickSaveto save the settings

ClickUndoto cancel the settings
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Internet Connectiort 3G/4G WAN

Internet Connect List

Internet Connect
Configure

WAN Type=
3G/4G

Popup

3G/4G WAN Type
Configuration

Ld Setup
Configure
sIM-A/ SIM-B

SIM-A/ SIM-B
APN Profile List

‘LHE peat Add/Edit

| APN Profile-x

Popup

SIM-A/B APN
Profile Configuration

3G/4G Connection
Common Configure

tkb {naontTTnIZ wo9+xtd wMm



adzg GA/ 2yySOG NI Sttt cnn {SNASE ! 4aSNJ DdzA RS

Internet Connection Configuration { WAN - 2 ) E]
Item Setting

F WAN Type

3G/4G WAN Type Configuration E]
Item Setting

» Preferred SIM Card Failback : (] Enable

v Auto Flight Mode (] Enable

b SIM Switch Policy Policy Setting

Connection with SIM-A Card

Connection with SIM-B Card

3G/4G Connection Commaon Configuration

C) @&

[tem Setting
» Time Schedule
b MTU Setup ] Enable
h_IP Passthrough (Cellular [] Enable Fixed MAC :
Bridge)
b NAT [@)Enable
» Init String 1 | |
» Init String 2 | |
b Init String 3 | |
» Init String 4 | |
» WAN IP Alias (] Enable 10.0.0.1

t NETSNNERSdzZLEa § It NRCFAf h JSNJ

For 4G embedded devicene emkeddedcellularmodule cancreate only one WAN interfacé&his device has

featured byusingdual SIM cardgor one module with specidil-over mechanismit is calledDual SIM Failover.

This feature is useful for ISP switch over when location is changed. \éftiéh SIM Failovers (i K\&habs | N

usage scenarios, including "SAVFirst", "SIM  C wiNhBFaibackenabledornotarR a{ Lhy f & -I yR
hytee¢o

tkb {nantTTnX wo9xd wm n
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SIMA/SIMBonly WKSyY 6 { bhgfeé& 20y fadd aha dzaSRI GKS aLISOATAS
used for negotiation parameters between gateway device egltlar ISP

SIM-A / SIMB first without enable Failback

Di d . e RSTI--sz@XN\E@t_aéC)SYI NA &llulardSRatza S R
Isconnecte SlM A data transferly’ G KS OlF-1a SCRNE g LGNIEIK L ad O &
))) _ (( , )) gateway will try to connect to the Internet by using SM\br SIMB card

first. And when the connection moken,the gateway will switch to use
the other SIM card for an alternate automatically andl not switch
back to use original SIM card except current SIM connection is also
broken. That is, SIM and SIMB are used iteratively, but either one will
keep being used for data transfer when current connection is still alive.

------ 7 sIM-B
Connected

'5"2 Not back to SIM-A

SIMA / SIMB first with Failbak enabk
Disconnected snm A

{0

ISP1 Failtver

) ot
ﬁ&c'é'nnected
SIM

ISP2 8

ISP #2 S

With Failback option enabled,{ ¥ a CANR(G¢ aOSYylFINA2 Aa dzaSR G2 O2yyS

system will switch to use SHI. AndwhenSIMA connedion is recovered, ivill switch back to useriginal SIM
Acard

tkb {naontTTnIZ wo9+xtd wMm
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Configure3G/4G WAN Setting

2 KSYRa dz( G 2y 3ay GISINGJSAIS R 2 Yy S Gl ARDR 1/ @ y2FIAKE dZNE YOWNBFAENT
I LILIS | N3

Internet Connection Configuration { WAN - 2 ) | - |
Item Setting

F WAN Type

3G/4G WAN Type Configuration |T|
Item Setting

b Preferred SIM Card Failback : (] Enable

 Auto Flight Mode (] Enable

k SIM Switch Policy Policy Setting

1.A Must filled setting CNRB Y (KS R MBHERIEINSHYESSO (i A F PoNXkSniD
WAN Type 2.3G/4Gis set by 21 p /2y yhyDiekkkymd | G Aflof So
default
| K2BXKIOK { L&l gENR 2 2azS T NJ 1 KS
2 KS{yLm Ca NEm Cii $¢lkdied, it means the connection is
built first by using SIM A/SIM B. And if the connection is failed, it will
change to the other SIM card and try to dial again, until the connectiol
) . up.
1. A Must filled setting WhenSIM-A onlyor SIMB onlyis selected, it will try to il up only using
Hd . & {REBTICH
Preferred SIMCard A& &5t S04 g NeSIMcard you selected. . o
. ) =~ WhenFailbackis checked, it means if the connection is dialgrinot
Ao < using the main SIM you selected, it will failback to the main SIM and t
establish the connection periodically.
b2{%ewMNI G KS ALINE Rde@ Bt & { W  MHRGSIIH A
I dF Ak I 0f S
b2(%aui frod Q10 At § LB E%NBmE 6 GRBME i

AAAAA

aSt SOGSR®

I KSOp y&ro@s G2 FTOUAQGFGS (KS TFdzy(
. @ RSTldzZA 0 A Hzi@?2 d2f RA&KIKoSa IS $if KdS
Ffgleéa 200dz2k | LIKe&aAoOkt OKIyyS
O2yySOilAz2y Ayaidlyidter FyR NBOSA
LT e2dz Sl)deLDZ SR MKBK Sa ARE Sol & HA

The box is unchecked b OC.f AIKG Y2RS @FMiytO(Gl2dfa Si 20 DSt detl I |

Auto Flight Mode default RE G ééé}“mzwéﬁ;\ aéi\gfftfmly‘lés L’]Kév 08
Y2RS YR RA3O02yYSOWRREBALIKE SRR
GKSYS@SNI G§KS OSt f dzf | NJ Y2Rdzf§ Ad
olé1dz'ux’1m R NBE O2yySOilAz2yI IiOK8z
O2yySOilG s6AGK OSttdzA I NJG26SN | yR
FSs6 Y2NB aSO2yRao

tkb {naontTTnIZ wo9+xtd wMm n
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b2 ¥WSSSL) Al dzy OKSO1 SR dzyf Saa e2dz
EII-L]SraIe G2 SylrofS (KS ! dziz Cft A3
. . /£ AOH 2 tiKSeo dzBuwk y2 RSTAYS GKS |
SIM Switch Policy — NA (KS OdNNByYG LRfAO: aSGGAyIad
Policy Setting
Item Setting

¥ Failed connection
r RSS1 Monitor
r Mebtwork Service

¥ Roaming Service

D (1-10) times

[] Enable Threshold:

-0

[_] Enable Loss LTE signal: 0
[] Enable Timeout: [

(-80~-113 dBm)
(1~30 minutes)
(1~30 minutes)

Configure SIMA/ SIM-B Card

Here you can set configurations for the cellular connection according to your situation or requirement.

Connection with SIM-A Card

[tem Setting
r Metwork Type
» Dial-Up Profile | Manual-configuration v |
» APN | |
» PIN Code [o000 | (Optional)
» Dial Number | | (Optional)
v Account | | (Optional)
» Password | | (Optional)
» Authentication
+ IP Mode
» Primary DNS | | (Optional)
» Secondary DNS | | (Optional)
» Foaming Enable

g

Note_1: Configurations of SH8 Card follows the same rule of Configurations of-8I18ard, here we list StM

A as the example.

b2 Syewive yySOGA2Y BRWR2 ML GOGA 2 bk MRt {LAL) dl 2B/¢ &

A 2 4 oA ~

20 KSNB A

a8 AL 2yte LkRLA

2 dzii

Connection with SIMA/-B Card

tkb {nantTTnX wo9xd wm
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f1Sdaiiz2z NBIAAGSNI I ySGeg2N)] | dzi2

{S

Ge

{ St lhiy2f NBIAAGSNI 6KS WD ySig2N
1. A Musfilled setting { St it NBFTSBIAAAGSNI §KS uD ySig2

{S

{S

{S

Network Type 2. By defauliAuto is fE®yfiea NBIAAGSNI 6KS oD ySig2N
selected fSmit NBFSWVIAAAG§SNI §KS oD ySig?

f[Se0t R fNBIAAGSNI GKS [¢9 ySig2

b2a%¥ShLXiAzya YIe 6S RAFTFSNByYyd Rd
{ LISOA FTeé (i Hi3LJ GLONBST A2(FS RFAZ2INJ @ 2 dzNJ o
al yad@2fy ¥ A DHND ( & NETF ROXRS[(58Di A 2 v

{ StSIOad2fy FA @AM ABRYVOSaa tRRAlEG |
b dzY &S QD Zdzyftilf R & @2NB Kl G & 2 dzNJ OF NN
{ St1St0l t NRAEFA £35S ( AVAa2INBE G KFy 2y S L
GKS O2yySOilAz2y Aa SailofAaKSRIPA
2 |
1. AMust filled setting gsﬂf’i?"gﬁﬁ LB AY YU SNY St {!Stdbdzlo NG2RR
{sS

DiakUp Profile 2. By defaultanuar (S IS5 i S OlA 2hydzi 2 YE GAOH (£ & ONAy:
9 VESSRSR KIS RAFOAWSE NAy3I (GKS L

NBEO2 NR f XKy &RI @Ry dalt oI & S @

b23)M 2dz I NB KAIKf & NBEG2WYYEMRSER I
t NEFAG2S JLISKAA Fe GKS ySihg2NJl FRINE
LINE oa G ySGg2N)] aSdadaAay3aa F2N i
b2(SHH¥2d wBRESESOGIA 2Ayax t A1 St e (2

ySig2Nl =2 2N FFAESR G2 FTAYR I @I
1. AMustfiledseting 9y GSNlI B8 ¢l yi (2 dzasS (2 Sadl of
APN 2. String format any CKAA NBAff YRzZAEAS G G fay I d@d Fy & R Ad20I5H 1
text dzLJ LINPFAE S aOKSYSo
1. AMustfilled seting { LISOAF& GKS Lt AN DEXERERSOYSE A
IP Type 2. By defaultPv4is Yy Sig2N] o tlifin DUANIG R ¢
selected
PIN code 1. An Optionaketting 9y G SNJ lﬁKévt Lb 6t SNE2YylIf LRSYUGAT
2.String format integer € 2dzNJ { La Ol NR®
. . : 9y (i SNJ i KoSA |2f LIGAIEYOISIOdyt iy d 4 A BNR A y 3 &
ifc'o’ﬁ‘;?‘be“ ;: g?ﬁgﬂg?ﬂ';fg‘;}? LINE A RSR 4d20K aSGGAy3a a2 &2do
Password toxt b23dSY ¢KS&S &aSdiAay3a I NB2RYKRdz
aSt SOGSR®
{SttSIQit  8a62NR ! dZiKSYGAOFGAZY 1
1. A Must filled setting 6S I ng KSy A Ol (@ Ra INIBKNI KS Ol NINR
Authentication 2. By defaulAuto is { Sf/SIO!@t/ Kt f t S)/‘?S ! yRé Kr 18 ! dzu K=
selocted LINeG202f G2 oS | dzii Fﬁ§)/éu$)\NCMSuNSDR & A
2 KSlydzikd aShGSO8KRaA AlG oAff | dziKS

t! 2 NJ Pt
ZKSQ/e)/IYA@ 46t SOGSRZ AG YSIya A
0KS @ NINSINSANBNJ FyR aSid G2 GKS RS
1. A Must filled setting L¥ e 2dz KI-QS éIV_JS(V)J\Ti\(),I- I,_JLJtV)\A(:)I-['Ji\z
IPMode 2. By defaulDynamic IP 2y ¥ A 3 (':iZ|>|.]' u A z ya 2 y N A oyt |-§/z g
o LI N} YSUGSNR UKFGO NBIdzZA NBRXZ adzOK
is selected
b2 WS { dzo yAS&i la lVadga G | HARE
NAIKG O2yFAIdzNI GA2Y D hi

tkb {naontTTnIZ wo9+xtd wMm n



adzZf GA/ 2yySOG NI Sttt cnn {SNASA | aSNJ DdzARS

1. An Optionaketting Enter the IP address to change the primary DNS (Domain Name Sen
Primary DNS 2. String format IP setting. If it is not filledn, the server address is given by the carrier wh

address (IPv4 type) dialingup.

1. An Optionaketting Enter the IP address to change the secondary DNS (Domain Name S
Secondary DNS 2. String format: IP setting. If it is not filledn, the server address is given by the carrier wh
address (IPv4 type) dialingup.

Check the boxo establish the connection even the registration status i

. The box is unchecked b roaming, not in home network.
Roaming

default

b2&SLdG Yre O02ad FRRAGAZ2YLFE OKI N

Create/Edit SIMA / SIM-B APN Profile List

You can add a new APN profile for the connettior modify the content of the APN profile you added. It is
available only when you selebialUp ProfileasAPN Profile List

SIM-A APN Profile List (<]

ID F;E:AE APN IP Type | Account Password  Authentication| Priority | Enable Actions

List all the APN profile you created, easily for you to check and modify. It is available only when ydbiaklect
Up ProfileasAPN Profile List
WhenAdd button is applied anAPN Profile Configuratioscreen will appear.

SIM-A APN Profile Configuration

Item Setting

» Profile Name |PFOfi|E—1

» APN | |

» IP Type

» Account | | {Optional)

» Password | | (Optional)

» Authentication

» Priority E

» Profile (] Enable

1. By defaulProfile-x is 9YGSNI GKS LINRPFAES yIYS @&2dz gl yi
Profile Name listed
2. String format any text

APN String format any text O9Y(iSNIbB&gE8z ol yi G2 dzasS G2 Sadl of
1. AMustfiledsetting { LJISOAFe (GKS Lt aSBIRNPPIXRERSoOYSEA
IP Type 2. By defaultPv4is ySig2N] 9L tiin DAYNIG R
selected
Account String format any text QYU SNOORSAMz ¢ yi (G2 dzaS F2NJ (KS

tkb {naontTTnIZ wo9+xtd wMm n
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+ | £ dzS YmrqoyrzléKl N} OG SN& &

Password String format any text OYUGSNI aKB2NR g yiG G2 dzaS F2NJ 0KS
1. A Must filled setting {StSO0G GUKS ' dziKSyYyGAOlIGAz2y YSiK2
Authentication 2. By defauliduto is LG OlrdeaadB | 1>t b22\NDS
selected

9YGSNI GKS QI fdzd 2MNRNNIK & KFBA 19 X K F
1.AMustfiledsetting gAff &d4F NI G2 RAFf dzZlJ gAGK GKS

Priority 2. Stringformat : integer Yy dzY 6 S N3b
+| f dzS Ywivy @S
Profile The box is checked by /K%C)lwﬁégl-qﬂé ng)é LINE T )\E@(Dr
default ' yOKSO1l GKS 02E (2 Rizdlo®BA #iRKae &
Save N/A Click theSavebutton to save the configuratian
Undo N/A Click theXbutton to restore what you just configured back to the

previous setting.

Setup 3G/4GConnection Common Configuration

Here you can change common configurations for 3G/4G WAN.

3G/4G Connection Common Configuration | o |
[tem Setting

» Time Schedule

b MTU Setup ] Enable

P_IP Fassthrough (Cellular (] Enable Fixed MAC -
Bridge) —

P MAT Enable

b Init String 1 | |

» Init String 2 | |

b Init String 3 | |

b Init String 4 | |

¥ WAN IP Alias (] Enable 10.0.0.1

gAfttf 0S SaltloftAaKSR 2yfeé 6KSy R
3 ZKSIYQ}/S/'VSNO'U aI)\ﬁdzIéAif E00GSRZ AAG VY,SI-}{é
Connection Control yaSs 2 Y){@dz.uu 2y 02 ,RA I £ QZI:J, 0 KS O2iytyisc
L DS BN b sUOlTINYRSUF AL AP
Note: If the WAN interface serves as the primary one for anoivVé&fN
interface in Failover roleand vice versa)the Connection Control
parameter will not be availablen both WANss the system must set it

tkb {naontTTnIZ wo9+xtd wMm n
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Maximum ldle Time

Time Schedule

MTU Setup

IP Pasghrough
(Cellular Bridge)

NAT
IGMP

WAN IP Alias

M 4An Optionalsetting
HO . & cmSTI d
4 S O2AyER AR TS R

M @ Must filled setting
H®
A a

M An Optionalsetting
HPY OKB®O RGBT

1. The box is uncheckec
by default

2. String formatfor

Fixed MAC

MAC addres.g.
00:50:18:aa:bb:cc

Checkby default

. @ RSRladAGT ¢
1. Unchecked by default
2. String format: IP
addresqIPv4 type)

Metwork Monitoring Configuration

[tem

¥ Metwork Monitoring
Configuration

r Checking Method
¥ Loading Check

r Cluery Interval

¥ Latency Threshold
» Fail Threshold

r Target

r Target2

Network Monitoring
Configuration

Checking Method

Kb {nnnt1tnZ

1. An optional setting
2. Boxis checked by

default

M @n Optionalsetting

wo9+d ™

.8 OR®THA

cnn {SNASa ! &SNJ DdzA RS
2 oNBO2YyYySOné
{LISOKS& YFEAYdzY LRfS GAYS aSiaiaAy
O02yyS80Grzy sKSy (KS O02yySOiArzy
*

I £ dzS Ywhiw2S nn o

\ a TASER Na& ylyisyed v /iRR ya/\6t

St SOG SR lda GKS ®02yySOi
AAAAA A G =

asi

1 GUKS 9ylofS o62E (2
( I yaR¢ 2RO KE GBESEnD 02
FSNA (2 alEAYdzY ¢NJI yaYvYa
LISNY¥AGGSR F2NJ LYdSNySi

KSyylo2E Aa OKSO{SR:= Al YSIya
'b Lt FTARBRBGKOZ2YOSSOGSA Of ASyilo
26 SOCNEY 62 LOARYRAZ &NV ISFNRY DI |
Slya 2yfe GKS OfASyid osaUKtiAKRE

< T N NI+ o

b2¥S2 KSlyt ItKISANRAIE B2 VYR b LtgANfffAla
dzy I @ Af+o0tS dzyGAft GKS Fdzy OliAzy
' yOKSO] (KSbodBESGZ2RA &l RR8EBA&E ¢
{ StISARABY I b D&Rdzy OGA2Y D

E (2L Syt o $R E &
GKS dRPE 02 Bf{f/ARD &S f f Gt

Ay

Setting

| KSOPyhw®E G2 | OGAGFGS (KS ySi¢

Choose eitheDNS Querpr ICMP Checkintp detect WAN link
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Loading Check

Query Interval

Check Interval

Latency Threshold

Fail Threshold

Target 1

Target 2

Save
Undo

H DNS Querys set by
default

1. An optionaketting
2.Boxis checked by
default

M An Optionalsetting
H P

aSanay RSt
08 RSTI dz G ¢

M An Optionalsetting
H @

SAZYy RSt

a
08 RSTI dz (¢

M @n Optionalsetting
H 8000 msis set by
default

M 4An Optionalsetting
H Btimesis set by
default

1. An Optionalfilled
setting

2. DNSl1is selectedby
default

1. An Optionalfilled
setting

2. Noneis selectedby
default

N/A
N/A

Kb {nnnptT1tTnZ w9+xd m

With DNS Querythe system check theconnectionby sending DNS
Querypackets to the destination specified in Target 1 and Target 2
With ICMP Checkinghe system will check connectidoy sending ICMP
requestpackets to the destination specified in Target 1 and Target 2
| KSOPyihwoEE G2 | OGAQGFGS GKS 21 F
Enable Loading Check allows tieewayto ignore unreturned DNS
gueries or ICMP requests when WAN bandwidth is fully occupied. Thi
to prevent falsdink-down status.

Specify a time interval as the DR8ery Interval

Query Intervaldefinesthe transmittinginterval between two DNS Quer
or ICMPcheckingpackets.

With DNS Querythe system check theconnectionby sending DNS
Querypackets to the destination specified in Target 1 and Target 2
£ £ dzS Ywtvy @88 n @

Specify a time interval as the ICKIRecking Interval

Query Intervaldefinesthe transmittinginterval between two DNS Quer
or ICMPcheckingpackets.

With ICMP Checkindhe system will check connectidoy sending ICMP
requestpackets to the destination specified in Target 1 and Target 2
£+ £ dzS Yty 88 n @

Enter a number of detecting disconnection times to be tifveshold
beforedisconnectionis acknowledged.

Latency Thresholdefinesthe tolerancethreshold of responding time.
£ € dzS Ywr yoBiS1n ASO2y Ra®

Enter a number of detecting disconnection times to befttireshold
before disconnectionis acknowledged.

Fail Thresholdspecifieghe detected disconnection before the router
recognize the WAN link down status

£+ £ dzS Ywivy 3I6AYSaod

Targetl specifieghe first target of sending DNS query/ICMP request
DNS1set theprimaryDNSo be the target

DNS2set thesecondaryDNSo be the target.

Gateway set theCurrent gatewayo be the target

Other Host enter an IPaddresgo be the target

Targetl specifieghe secondtarget of sending DNS query/ICMP reques
None:no secondargetis required.

DNS1set theprimaryDNSo be the target

DNS2set thesecondaryDNSo be the target.

Gateway set theCurrent gatewayo be the target

Other Host enter an IPaddressto be the target

ClickSaveto save the settings

ClickUndoto cancel the settings

dSNJ DdzA RS
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2.1.3 Load Balance

Load Balance

Enable

Yes

Load Balance
Strategy

Smart
Weight

Load
Balance

Select one

User
Policy

User
Policy List

By Smart Weight

If based orfBy Smart WeightStrategy,gatewaywill take the

When there aremultiple WAN interfaces, and when the bandwidth of one
WAN connection is not enough for the traffic loads from the Intranet to the
Internet,the WAN load balance functiazan be consideretb enlarge the total
WAN bandwidth.

Load Balance Strategy

There arethree optional strategiedor load balancedBy Smart Weight, cBy
Specific Weight, and 6By User Policy Administrator canselect strategy
according to application requirement and environment statlitie strategies
are explained as below.

Initial
WAN-1; WAN-2 = (Line speed 1); (Line speed 2)
Next time period, dynamic adjust:

line speed settings of all WAN interfaces specified in "Phys WAN-1 : WAN-2 = Previous records of ratio

Interface" configuration pagasdefault ratio for data transfer.

by Smart Weight algorithm

o0
s A M

Based on the ratio of packet bytes via thes@Minterfaces in . WAN-L

past period (maybe 5 minutes), system decides how m:
sessions will be transfezd via each WAN interface foext

period. Administrator may take it as a fast approach
maximize the bandwidth utilization of multiple WAI —

interfaces in geeway

Configuration
Item
¥ Load Balance
¥ Load Balance Strategy
Weight Definition
WAN ID

WAN-1

tkb {nnntTnX

Session Requests

3 = @Z@

. Load Balance: Enable By Smart Weight
. Load Balance Strategy: By Smart Weight o

Setting
Enable
By Specific Weight v
Weight Action
100%
w9+®d m™m n
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Sessions always sent by ratio of

WAN-1: WAN-2 = (67% : 33%) = m:n
b ad e
E;- m Mbps
Subscribes )
e e— a >
B AL Administrater
(( - }}
WAN-1
_

Session Requests

Load Balance: Enable
Load Balance Strategy: By SpecificWeight

WARN-1: 67%

By Specific Weight

WAN-2:33%
_ ()
Cellular 1‘«&’ 5_ _______ Gateway
\@ 4 WAN-1: 3G/4G

® Load Balance

Cellular 2 ((( ))}
;& WAN-2: 3G/4G 1

[Load Balance]-[Configuration]

0

.
l“
x3

Load Balance: Enable
Load Balance Strategy: By User Policy

[Load Balance]-[User Policy 1]

Source IP Address: 192.168.123.0/24
WAN Interface: WAN-1
Policy: Enable

29
VB

Guest Access

Staff Network

[Load Balance]-[User Policy 2]

Source IP Address: 192.168.102.0/24
: WAN Interface: WAN-2
" | Policy: Enable

User Policy Based : Source IP / Subnet

3

® Load Balance

Cellular 1‘«@&?}

Cellular 2 {((g :lf’Ed:

Google
Yahoo:

A

[Load Balance]-[Configuration]

Load Balance: Enable
Load Balance Strategy: By User Policy

[Load Balance]-[User Policy 1]

1=>WAN-1
->WAN-2

()

Gateway |

WAMN-1: 3G/46

WAN-2: 3G/4G

Google Access
1

Policy: Enable

Destination IP: (Domain Name)(www.google.com)
WAN Interface: WAN-1

[Load Balance]-[User Policy 2]

Destination IP: (Domain Name){www.yahoo.com)
.| WAN Interface: WAN-2
*. | Policy: Enable

User Policy Based :
Destination IP / Domain Name

K b

{nnntTTtTnZ w9+xd m

By Specific Weight

When youselect"By Specific Weight you need to
set up ratio of WANL/WAN-2 to decide sessions
sent ratio. Total ratio should be 100%. Ratio is
usually defined based on practical WAN speed of
environment. Gatewas traffic control process will
operate routing adequately based on the dedicated
weightsratio on all WAN interfaces.

By User Policy

If "By User Policy" load balance strateggelected,

it can allow you to mapping Source IP, Destination
IP, or Destination Port to assigned Wikkérface
This IP address is not only a single IP but also a
subnet or IP range. Destination port can be a single
port or port range. You can seleche target for
one mapping to setup IP address and leave others
justleft ascanye/ €AllE. Besides this, you can also
set protocol as TCP, UDP or both.

Diagrams shown on left side are examples user
policy. The first diagram illustrates example for
mapping various source IP subnets to different
WANInterface All packets from different subnet
will be routed to the assigned WAMterface
Administrator can ranage and balance the
loading among available WAN interfaces
accordingly.

The second diagram illustrates another example
for routing packets with designated destination IP
or domain name to a certain WAN interface.

If packets no belong to user policy rule, the
gateway just routes those packets based on smart
weight algorithm.
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Go toBasic Network VAN & Uplink>Load Balancdah

TheLoad Balancdunction is used to manage balance bandwidikage amongmultiple WAN connections
When you choose "By Smart Weight" strategy, system will operate load balance function automatically base
on the embedded Smart Weight algorithm. However, when you chooseSiiegific Weight strategy, the
further "Weight Definition" configuration window will let you define the ratio of transferred sessions between
all WAN interfaces for data transfer. At last, when you choose "By User Policy" strategy, the further "User Poli
List" shows all defined user policy ensjeand the "User Policy Configuration” window will let you create and
define one user policy for routing dedicated packet flow via one WAN interface.

OVI Gt Sk{St80G [2FR . FtFy0OS {GN}IGST
Configuration |;|

» Load Balance D Enable

» Load Balance Strategy

loadBalance ! YyOKSO]1 SR 06é& / KSOPyihkw®E (2 | OQGAGBIGS [2FR . I f Iy
¢ KS NBzZLIIKENRS R a@aliiNk @@ { St SO0 G4KS
. & { Y NMystrB wilBoKdiate load balance function automatically
based on the embedded Smart Weight algorithm

load Balance M @ dzd a 7 At § LISOA T AYO { RSNBKU gratib 6f trahsheBedrdessiomriosg

Strategy Hoe { YIL NJZ az s, aIIWANso I a SRKsya LOSOATMAIMERS | OK 21 b o 3

asSt SOUSR oeé e as NJetaZJtSAYOeaAft NRBdziS (N} FFTAOA
FA4SR 2y dzaSNJ RSTFAYSR NYz Sao

b2GSY ¢KS ydzYoSNI 2F | @FAfloftS aidn
LJZNDK I & SR @

Save NA Click theSavebutton to save the configuration

Click theUndo button to restore what you just configured back to the

previous setting.

(o]
N Q)¢

>

4

Undo NA

When By Specific Weights selected, user needs to adjust the percentage of WAN loading. System will give :
value according to the bandwidtiatio of each WAN at first time and keep the value after clicldagebutton.

Weight Definition @

WAN ID Weight Action
WAN - 1 100%
WAN ID b ! ¢CKS LRSYGATFASNI F2NJ & OK | @F At of S
Mt adzald FAEE 9YOISNI GKS 4SAIKG NrdAz2z F2NJ S OK 2
Weight HO {SG 6AGK LyAGAlIftes GKS oFYyRgARIKOMNIGAZ 27
280K 21 b o0& zlI f dz8 Ywithp®S

tkb {naontTTnIZ wo9+xtd wMm p
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b2GSY ¢KS adzy @2 %o St {HNBAIASNK (3K | 1 y
Save NA Click theSavebutton to save theconfiguration
Click theUndobutton to restore what you just configured back to the

Undo NA . .
previous setting.

KSye | aSNAt & 61 GBINS R A ONBS y] e K § K | LINBSUINSRE € O2y T A I
GSY oAf 0 NRRaArSK GINBIFRFAIOGET S 2! b AYUGSNFIFOS o6l &SR

2.2 LAN & VLAN
CKAA a4800drYy ORFBNRENHGAEY ' b Aa FB HWNFRY Ml RS LIS

tkb {naontTTnIZ wo9+xtd wMm p
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2.2.1 Ethernet LAN

((9)) The Local Area Network (LAN) can be
used to share data or files among
computers attached to a network.
Following diagram illustrates the
network that wired and interconnects

xD5L and,for

Uﬁ% 4G Cellular

Ethernet LAM

computers.
LLLO -~
Wired Network ttSFras ¥2tt2¢g 0UKS
02 RD HIKSHAA/A{SSI( dzLl b
Configuration [3 @
Item Setting
b Site Name | |
b LAN IP Address [192.168.2.1 |
» Subnet Mask [255.255.255.0 (/24) v
Site Name N/A Descriptionin DeviceHQ server
Enter he local IP address of this device.
Thenetwork device(spn your network must use the LAN IP address of this
LAN IP 1. A Must filled set-ting device as their Default Gatewayou can change it if necessary.
Address ﬁ f192It.168.123.25405 set by
e Note: L(GQ& Ftaz GKS Lt FRRNBAa
need to type aw IP address in the browser to see web Ul
Select the gsbnet maskor this gateway from the dropdown list
Subnet mask defines how many clients are allowed in one netwaoskloret.
1. A Must filled setting The default subnet mask is 255.255.25824), and it means maximum 254 |
Subnet Mask  2.2552552550 (/24)is set addresses are allowed in this subnet. However, one of them is occupied k
by default LAN IP address of this gateway, so there are maximum 253 clients allowe

LAN netonrlf.

1 f dzS Swp yPn dPmHPp PHKWPYPYWHDHPpPp PHPH O0KOAU
Save N/A Click theSavebutton to save the configuration
Click theUndo button to restore what you just configured back to the

Undo N/ A . .
previous setting.

2.2.2 VLAN

VLAN(Virtual LAN)s a logical network under a certain switch or router devizgroup client hostsvith a

tkb {naontTTnIZ wo9+xtd wMm p
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specific VLAN Lrhisgatewaysupportsboth Port-based VLAN anthgbased VLANIhesefunctionsallowyou

G2 RAGARS f20Fft ySigé2 Nfiscanmndrereqirinfedt SNBryelnpplicglidanNstedarid.
For examplethere are variouslepartmentswithin SMB.AIl client hosts irthe same department sbuld own
common access ilegeand QoS property. You cassign departmentegither by port-based VLAN alag-
based VLAMNS a groupand then configurét by your plan. In some cases, ISP may need router to support
Gx[!'b GF3¢ F2NIJ OSNIF AY | Agolpaall devicesdesuitddi xS SaivicaraS dna tag L
based VLAN

If the gatewayhasonly one physical Ethernet LAN port, only very limited configuratamailable if you enable

the Portbased VLAN.

U Port-based VLAN

Portbased VLAN function cagroup Ethernefports, Portl ~ Port4, and WiFi Virtual Access Points, VAP
VARS, togetherfor differentiated services like Internet surfing, multimedia enjoyment, VolP talking, and so on.
Two operation modes, NAT and Bridge, can be applied to each VLAN group. One DHCP server can be alloc
for a NAT VLAN group to let group host member gelRtaddress. Thus, each host can surf Internet via the NAT
mechanism of business access gateway. In bridge mode, Intranet packet flelwé&ed out WAN trunk port

with VLAN tag to upper link for different services.

VLAN Group 1 NAT
P i ereless Network &
~F e T = “
." f\\. iFi o 1S
|.\ \(\/- ;.;‘ [],I .’/ W/\F\ W,F, B”dge xDSL Modem \Q'_—‘fﬂ

- — - l\

Wireless Network

S

i

\37

VLAN Group 2

SEL8 Lo

\ Wired Network

[' | J: J

S oYY

Wired Netwerk

A portbased VLAN is a group of foon an Ethernet or Virtual APs of Wired or Wireless Gateway that form a
logical LAN segment. Following is an example.

For examplen a company, administrator schemes out&work segmentsl.obby/Meeting Room, Office, and
Data Center. In a Wireless @atay, administrator can configure Lobby/Meeting Room segment with VLAN 1D
3. The VLAN group includes P8rand VAR (SSID: Guest) with NAT mode and DBIGérver equipped. He
also configure Office segment with VLAN ID 2. The VLAN group includ@sarbiWARPL (SSID: Staff) with NAT
mode and DHGR server equipped. At last, administrator also configure Data Center segment with VLAN ID
The VLAN group includes Rartvith NAT mode to WAN interface as shown in following diagram

tkb {naontTTnIZ wo9+xtd wMm p
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\. u@ xDSL and/or

4G Cellular

g 3
VLANID 1 % %

L S (880

m
@ Data Center 3 @ Meeting Room
3
VID1: a4
DHCP Server : DHCP-1 (
VID2: 3
DHCP Server: DHCP-2 \ g
VID3:
DHCP Server: DHCP-3 @ Office Network

VLANID 2

VLANID 2
Above is the generaase for 3 Ethernet LAN ports in the gateway. But if the device just has one Ethernet LAl
port, there will be only one VLAN group for the device. Under such situation, it still supports both the NAT an
Bridge moddor the Portbased VLAN configuration.

U Tagbased VLAN

Tagbased VLAN function can group Etherpetts, Portl ~ Port4, and WiFi Virtual Access Points, VIAPVAP

8, together with different VLAN tags for deploying subnets in Intranet. All packet flows can carry with different
VLAN tags even dhe same physical Ethernet port for Intranet. These flows can be directed to different
destination because they have differentiated tags. The approach is very useful to group some hosts at differe

geographic location to be in the sam@rkgroup
Tagbased VLAN is also called a VLAN Trunk. The VLAN Trunk collects all packet flows with different VLAN

from Router device and delivers them in the Intranet. VLAN membership in a tagged VLAN is determined |
VLAN ID information within the packet frames tha¢ received on a port. Administrator can further use a VLAN
switch to separate the VLAN trunk to different groups based on VLAN ID. Following is an example.

tkb {naontTTnIZ wo9+xtd wMm p
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VLAN Group 1

Internet|
xDSL Modem -
WiFi *

Wireless Network

@iy |”

VAP-2

‘Wired Network

For example,n a companyadministrator schemes out 8etwork segments] ab,Meeting Roors, and Office.

In a Security VPN Gateway, administrator can configure Office segment with VLAN ID 12. The VLAN grou
equipped with DHGRB server to construct a 192.168.12.x subnet. He also configure Meeting Rooms segmen
with VLAN ID 11. The VLAN group isigged with DHCR server to construct a 192.168.11.x subnet for Intranet
2yted ¢KIFG A&ax Fye Of ASyild K2 aihtlastyre canfigures LabisegEhehPwitl J

VLAN ID 10. The VLAN group is equipped with ElH&PR/er to constrict a 192.168.10.x subnet.

Gateway VID10 :

DHCP Server: DHCP-1{192.168.10.x)
VID11 :

DHCP Server: DHCP-2{192.168.11.x)
VID12:

DHCP Server: DHCP-3(192.168.12.x)

*xDSL and/or
4G Cellular

tkb {nantTTnX wo9xd wm
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U VLAN Groups Access Control

Administrator carspecify the Internet access permission for all VLAN groups. He can also configure which VL/
groups are allowed to communicate with eaatner.

+[!'b DNRdzLJ LYGSNYySaG ! 0O0Saa

Administrator can specify members of one VLAN group to be able to access Internet or not. Following is :
example that VLAN groups of VID is 2 and 3 can access Internet but the one with édnistaccess Internet

That is, visitors in meeting rooand staffs in office networkcan access Internet. But tle®mputers/servers in

data center cannot access Internet since security consideratiome&ein data center only for trusted staffs or

are accessed in secure tunnels.

Wireless Gateway ()

xQSL and/or N
4G‘Qellular 0

\ L
1 X Port-1.,. 2 3

vianip: ) % % VLANID 3

L% .
@ Office Network

VLANID 2

VLANID 2

tkb {naontTTnIZ wo9+xtd wMm p
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In Portbased tagging, administrator can specify member hosts of one VLAN group to be able to communica
with the ones of another VLAN group or not. This is a communication pair, and one VLAN group can join ma
communication pairs. But communicatipair 2 S&ay Qi KIF ¢S GKS GNIyaArAdA@dS LN
GAOUK . X YR . OFy 0O2YYdzyAOFGS 6AGK /X AlG R2SayQi
at following diagramVLAN groups of VID is 1 and 2 can access each other but theeineen VID 1 and VID

o YR 0SG6SSY L5 H YR L5 o OFyQio

Wireless Gateway )

xDSL and/or
4G Cellular

L X VLANID 3
VIANID 1

@ Office Network

VLANID 2

VLANID 2

tkb {nantTTnX wo9xd wm p
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Go toBasic Network AN & VLAN VLANTah

The VLAN function allows you to divide local network into different virtuasLAiNere are Posbased and Tag
based VLAN types. Select one that applies.

Configuration E] @

Item Setting
» VLAN Types Port-based v
» System Reserved VLAN ID Start ID (1-4091) ~ End ID

VLAN Type  Portbasedis selectedby { St®BOSI [ ! b & LIS B KHAINJI 222N 2 RO /022
default Port-based Port-based VLANIlowsyou to add rule for each LAN port, and
you can do advanced contraith its VLAN ID.
Tagbased Tagbased VLAMIlowsyou to add VLAN ID, and select member
and DHCP Server for this VLAN ID. Gagbased VLAN Ligable.

Specify the VLAN ID range that is reserved for the system operBtiothe

System . .

Reserved 1 ~ 5is reserved by default Port-based/Tagbased VLAN grouping, only use the ID outside the reserve

VLAN ID range.

Value Rangel - 4091.

Save NA Click theSavebutton to save the configuration
t 2B ASRcCANBEbDUSKORAG [ ! b wdzZ Sa&
CKS mBRNFR +[!b Ffft26a &2dz 42 Odzad2yY SIOK [! b LJ2NJ
[ b A2 NE a8 FdzNJ RSOAOS ER&Ef I 358%5hIBENDEYER2azdzNI GA2Y 3
Ad o6lFlaSR 2y [!b LBR2NI ydzYo SNE®

Port-based VLAN List ([XL) E}@

Name VLAN ID T;’;;’:g NAT/Bridge | . Port LAN IP Address Subnet Mask | Joined WAN = WANVID | Enable Actions

LAN Na“}{:g\ﬂmN X NAT [ Detail | 192.168.4.1 2552552550 | Al WANSs 0 [ Edit |

Apply ] Inter VLAN Group Routing

WhenAdd button is applied Port-based VLAN Configuration screen will appear, which is including 3 sections:

Port-based VLAN ConfiguratiomP Fixed Mapping Rule Ljsind Inter VLANGroup Routing(enter through a
button)

t 2L A SR MY HAIdzNT (A 2Y
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Port-based VLAN Configuration

ltem Setting
» Name LAN
» VLAN ID Native VLAN -
» VLAN Tagging
» NAT / Bridge

Port: 3 Port-1 Port-2 (# Port-3 3 Port-4

» Port Members
5G: VAP-1 VAP-2 VAP-3 VAP-4 VAP-5 VAP-6 VAP-7 VAP-8

» LAN to Join (] Enable

1. A Must filled setting Define theNameof this rule. It has a default text and cannot be modified.
Name 2. String format: already

have default texts
VLAN ID A Must filled setting Define the VLAN ID number, range is 1~4094.

The rule is activated according AN ICand Port Membersconfiguration

Disableis selectedby when Enableis selected.

VLAN Tagging default

The rule is activated accordifprt Membersconfiguration wherDisableis

selected.

NAT / Bridge  NATIs selectedby default ~ SelectNATmode orBridgemode for the rule.

These bogsareunchecked Select which LAN pdg)and VAs)that you want to add to the rule.

by default. Note: The available member list can be different for the purchased produc
Check the Enable box and select on¢hefdefined DHCP Server for the List

The box is unchecked by  define the DHCP server for the VLAN group.

Port Members

LAN to Join default. If you enabled this function, all the retssettings will be greyed out, not
required toconfiguremanually.

Save NA Click theSavebutton to save the configuration

Undo NA Click theUndobutton to restore what you just configured back to the

previous setting

If you didr2 decide to bind the VLAN group to a pitefined DHCP server, you have to further specify the
following settings.

tkb {naontTTnIZ wo9+xtd wMm c
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Subnet Mask

IP Pool

Lease Time

Domain Name

Primary DNS

» Secondary DNS

Primary WINS

» Gateway

» Enable

WAN & WAN
VID to Join
LAN IP
Address

Subnet Mask

DHCP Server
/Relay

DHCP Server
IP Address
(for DHCP
Relayonly)
DHCP Option
82

(for DHCP
Relayonly)
DHCP Server
Name

IP Pool

K b

WAN & WAN VID to Join
LAN IP Address

DHCP Server / Relay

DHCP Server Name

Secondary WINS

All WANs v | None

192.168.4.1 |

[255.255.2550 (/24) v |

Server v

IDHCP 1

Starting Address: |1 92.168.4.100 |

Ending Address:

192.168.4.200 |

86400 seconds

| (Optional)

| (Optional)

| (Optional)

| (Optional)

| (Optional)

| (Optional)

All WANSsis selectedy
default.

A Must filled setting

255.255.255.0(/24)s
selectedby default

Serveris selectedy
default.

A Must filled setting

An Optional filled setting

A Must filled setting

A Must filled setting

{nnntTTtTnZ w9+xd m

Select whichWANor All WANSsthat allow accessing Internet.

Note: If Bridge mode is selectegipu need to select a WAN amdtera VID.
Assign anP Addresdor the DHCP Server that the rule used, this IP addres
a gateway IP.

Select é&Subnet Maskor the DHCP Server.

Define theDHCP Servdype.

CKSNBE ' NB (KNBES { CANRISHI IR 06 fyS & St
wStyF § 9S8 Syl ofS 51/t wStlFe FdzyC
@2dz 2yt & A ¢ BHCR 8edvadr IP Addrdsld.
{ SNWSHISONWENS Yy 6t S 51/t
@2dz YySSR (2 &aLSOATa& (KS
54 & Mo t{SBOLiH®t RAAL 6 S
3 NPddzLJ

If you selectRelaytype of DHCP Server, assigDtdCP Server IP Addresst
the gateway will relay the DHCP requests to the assigned DHCP server.

{ SNBSNJ T d
51/t {SNX
GKS 51/t {SN

If you selectRelaytype of DHCP Servamu can further enable the DHCP
Option 82 setting if the DHCP server support it.

5STAYS yIYS 2 20NgSi K5SI /&atLIS{OBNIASNG  +

Define the IP Pool range.

There areStarting Addresand Ending Addres§elds. If a client requests an |l
address from this DHCP Server, it will assign an IP address in the réiage ¢
pool.

dSNJ DdzA RS
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Define a period of time for an IP Address that the DHCP Server leases to
device. By default, thkease timeis 86400 seconds.

String format can be any ~ The Domain Name of this DHCP Server.

Lease Time A Must filled setting

Domain Name

text +1 £ dzS Ywb yiIOKIF NI OG SNA @
Primary DNS  |Pv4 format The Primary DNS of this DHCP Server.
[S)eNcSondary IPv4 format The Secondary DNS of this DHCP Server.
Primary WINS I1Pv4 format The Primary WINS of this DHCP Server.
Secondar .
WINS y IPv4 format The Secondary WINS of this DHCP Server.
Gateway IPv4 format The Gateway of this DHCP Server.

The box is unchecked by  ClickEnablebox to activate this rule.
Enable

default.
Save NA Click theSavebutton to save the configuration
Undo NA Click theUndobutton to restore what you just configured batkthe

previous setting

SaARSd 03y YISRIREAY LItk SCAESR al LAOWA ySAS/MBIBNI (KSR Gx[ ! b
NB |j dzA NE R @

IP Fixed Mapping Rule List

MAC Address IP Address Enable Actions

2 K SlYR®dzi (1 2y Jad LILIOWEIA SvRizE S& O BE & K 3 daNLIDS 12 yW3p

MAC Address A Must filled setting Define theMAC Addressarget that the DHCP Server wantsnatch
Define thelP Addresghat the DHCP Server will assign.
If there is a request from the MAC Address filled in the above field, the DF

IP Address A Mustfilled setting Server will assign thi® Addresgo the client whoseMAC Addressnatched

the rule.
The box is unchecked by  ClickEnablebox to activate this rule.
Enable
default.
Save NA Click theSavebutton to save the configuration

Note: ensure to alwayslick onApply button to apply the changes aftéhe web browser refreshed taken you
back to the VLAN page.

Port-based VLAN List (L] B @
VLAN ) Port ) )
Name VLAN ID Tagging NAT / Bridge Members LAN IP Address Subnet Mask Joined WAN WAN VID | Enable Actions
Native VLAN
LAN Tog 1 X NAT m 192.168.4.1 255.255.255.0 All WANS 0 @

Apply ] Inter VLAN Group Routing

t 2B ASRcEYOESENI [ ' b DNRdAzZLI w2dzi Ay 3
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VLAN Group Internet Access Definition

VLAN IDs

Port: 1,234

D NP dzhHzihid #A8[AlYEH D NP dzLJ
LILIS | N3p

Members Internet Access(WAN)

Nl Edit |

5G VAP:1,234,56,78

Inter VLAN Group Routing

VLAN IDs

Members Action

WhenEditbutton is applied a screen similar to this will appear.

VLAN Group Internet Access Definition

VLAN IDs

Port: 1,234

Members Internet Access(WAN)

N Edit |

5G VAP:1,2,34,56,7.8

Inter VLAN Group Routing
VLAN IDs

1

VALN Group
Internet All boxes are checked by
Access default.
Definition
Inter VLAN The box is unchecked by
Group
; default.
Routing
tkb {naontTTnIZ wo9+xtd wMm

Members Action

By default, all boxes are checked mean¥BAN IDmembers are allow to
access WAN interface.

If uncheck aertainVLAN IDb 2 EX A (i [ !
Internet anymore.

Note: VLAN ID 1s available always; it is the default VLAN IDANIrule. The
other VLAN IB are available only whethey areenabled

Click the expected VLAN IDs box to enable the Inter VLAN access functic
. @ RSTrdzZ G YSYOSNRA Ay RATFINBY
gatewaysupportsup to 4 rules forinter VLAN Group Routing.

For example filD_1 and ID_2 are checked, it means members in VLAN ID
can access members of VLAN IDar] vice versa

YSIya GKS

I+

dSNJ DdzA RS
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Save N/A Click theSavebutton to save the configuration

¢l aSRcENBDLGISKIRAID

I+

[ b wdz Sa

+[ !
LJ2 NI

¢ KSIadl aSRI£[fR2Ba e 2AdB8FOKOPA B 22 NI F O02NRAY 3 G2
GKS AQNTF G A2y 2 FIHIH{ fx! [tFALR 2ENTIPRBS BNV RS KIFa | 5ais
G22d ¢KS NRdziSNJ &dzllLl2 BB B A BAR) #R! b MHESYES(I8P MHYy
Tag-based VLAN List E}@
VLAN ID | Internet Port Members Bridge Interface | IP Address | Subnet Mask | Actions

Native Port: [ Port-1 [ Port-2 [ Port3 | Port-4 e

VEAN 5G: [ VAP-1 [ VAP-2 [ VAP-3 [ | VAP-4 || VAP-5 [ | VAP-6 [ | VAP-7 [ | VAP-8 Select

WhenAdd button is applied Tagbased VLAN Configuratioscreen will appear.

Tag-based VLAN Configuration E] @

Item Setting
» VLAN ID Native VLAN
» Internet Access Enable
Port: Port-1 Port-2 Port-3 Port-4

» Port Members
5G: [ VAP-1 [ VAP-2 [ VAP-3 [ VAP-4 [ VAP-5 [ VAP-6 [ VAP-T [ VAP-8

» Bridge Interface

Define theVLAN IDhumber,that is outside the system reserved range.

VALN ID A Must filled setting £ b f dzS Yarh ff @B
Internet The box is checked by ClickEnablebox to allow the members in the VLAN group access to interng
Access default.

Check the_AN porthox(es) to join the VLAN group

The boes areunchecked by Check the VABox(es) to join the VLAN group

Port Members

default. Note: Only the wireless gateway has the \li&P
Bridge DHCP 1s selectedby Selecta predefinedDHCP Serveend Newto definea new DHCP server for
Interface default these members of thi¥LAN group
ClickSavebutton to save the configuration
Save N/A Note: After clickingSavebutton, always cliclApply button to apply the
settings.

¢l AaSR [ ! b {dzvYYl NE

tKS O2y T BAARBR+[iI B 3INRdAzZL) AYF2NNI GA2Y gAff 0S
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Tag-based VLAN Summary E] @
Port VLAN IDs
Port1 Native VLAN
Port2 Native VLAN
Port3 Native VLAN
Port4 Native VLAN

2.2.3 DHCP Server

u DHCP Server

The gateway supports up to 4 DHCP serterfulfill the DHCP requests from different VLAN groups (please
refer to VLAN section for getting more usage details). And there is one default setting for whose LAN IP Addre
is the same one of gateway LAN interface, with its default Subnet Mask skténg a H p p ®PH p p PH p |
RSTlLdzZE G Lt t22f NIy3aSa A& FNRY admnné (2 adHnné

‘)

Gateway

SAE TN '
— - E 4 @Meetin‘gRoom
S 85808
®// KS\/ \\§ N ( I
%@} Q@ s
@ Office Network
'A4SNJ OFYy FTRR Y2NB 51/t aSNWBSN)I O2yFAIdzNI §A2ya o
clickingori KS 49 RAGE¢ odziG2y G GKS SyR 27F StBe#deguselican { S
selecta51 / t { SNIBWSNJ I yR RStSGS Ao02&e | gRAOKBY #8558y Siik$

tkb {naontTTnIZ wo9+xtd wMm c
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Fixed Mapping

MAC Address IP Address

------------------------------------------------------------------------------------

i PC-A: 00-12-34-AB-CD-0A :_ _{192.168.123.150 :
: : Fixed Mapping :
: PC-B:  ——

PC—C 00-12-34-AB-CD-0C i f 10.10.133.181

..................................................................................

51 /{tSNISNJ { SGGAYy3

Go toBasic Network AN & VLAN DHCP Servdrah

The DHCP Server setting allows user to create and customize DHCP Server policies to assign IP Addresses

devices on the local area network (LAN)
tkb {naontTTnIZ wo9+xtd wMm c
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I NBFGS Kk 9RAG 51/t {SNBSNIt2fA0e

¢ KBl (Sloflte2 ga €2dz (2 OdzAG2VFe¥dNUB LA S [ SNIERNIAL A Q
2yS LRtAOE F2NJ SI OKG [ & delLIJ2 NI & [ dzlb) EANPIIDNIZE A YRY A2 F
DHeP server List ([[RE) E]@

DHCP Server | LANIP Lease = Domain | Primary | Secondary | Primary | Secondary ;
Name Address | Subnet Mask IP Pool Time Name DNS DNS WINS WINS Gateway  Enable Actions

192.168.4.100- Edit
DHGP 1 192.168.4.1 |255.255.255.0 86400 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 ) i
192.168.4.200 Fixed Mapping

WhenAdd button is appliedDHCP Server Configuratigcreen will appear.

DHCP Server Configuration
ltem Setting
» DHCP Server Name DHCP 1
» LAN IP Address 192.168.4.1
» Subnet Mask 255.255.255.0 (/24) ~
Starting Address: |192.168.4.1 00 |
+ IP Pool

Ending Address: |192.‘168.4.200 |

» Lease Time 86400 seconds

» Domain Name | | (Optional)
» Primary DNS | | (Optional)
» Secondary DNS | | (Optional)
» Primary WINS | | (Optional)
» Secondary WINS | | (Optional)

| | (Optional)

» Gateway

tkb {naontTTnIZ wo9+xtd wMm c
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DHCP Server

1. String format can be any

Name text ' |

2. A Must filled setting
LAN IP 1.1Pv4 format.
Address

Subnet Mask
default

1. IPv4 format.
2. A Must filled setting

IP Pool

Lease Time

2. A Must filled setting
255.0.0.0 (/8) is set by

1. Nunreric string format.

2. A Must filled setting

Domain Name

String format can be any

text
Primary DNS  |Pv4 format
Secondary
DNS IPv4 format
Primary WINS |Pv4 format
Secondary
WINS IPv4format
Gateway IPv4 format
The box is unchecked by
Server
default.
Save N/A
Undo N/A
Back N/A

I NBI G§S «

¢ KB G Slotl 82 6 &
NHzt $2 & SGiAEd a loldEIRY A &at

Mapping Rule List

MAC Address

9 RA

Enter a DHCP Serveame. Enter a name that is easy for you to understanc

The LAN IP Address of this DHCP Server.

The Subnet Mask of this DHCP Server.

The IP Pool of this DHCP Server. It compo$&tarting Address entered in
this field and Ending Address entered in this field.

The Lease Time of this DHCP Server.
Value Range300- 604800 seconds.

The Domain Name of this DHCP Server.

The Primary DNS of this DHCP Server.

The Secondary DNS of this DHCP Server.

The Primary WINS of this DHCP Server.

The Secondary WINS of this DHCP Server.
The Gateway of this DHCP Server.

ClickEnablebox to activate thiDHCP5erver.

Click theSavebutton to save the configuration

Click theUndobutton to restore what you just configured back to the

previous setting.

When theBackbutton is clicked the screen will return to the DHCP Server

Configuration page.

0 al LAY 3 wdz S

@2dz G2

Odza i 2Y

IP Address

@2dzNJ al LAY 33 wdz S

[ A&

WhenAdd button is appliedMapping Rule Configuratioscreen will apear.

t

Mapping Rule Configuration

ltem
» MAC Address
» IP Address
» Rule
Kb {nnnptT1tTnZ w9+xd m

(] Enable

Setting

LILI ¥ 3 REQNERSS[ A@Nt f |

Enable

2y 51/t {

[ A&d
LILIS | N3b

a0

Actions
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1. MAC Address string
MAC Address format The MAC Address of this mapping rule.
2. A Must filled setting
1. IPv4 format.
IP Address ' [ .
2. A Must filled setting The IP Address of thisapping rule

The box is unchecked by

Rule ClickEnablebox to activate this rule.
default.
Save N/A Click theSavebutton to save the configuration
Undo N/A C|IC|(- thdJndgbutton to restore what you just configured back to the
previous setting.
When theBackbutton is clicked the screen will return to ti#HCP Server
Back N/A

Configurationpage.

+ASg k /2L 51/t [tASYld [AA&Q

WhenDHCP Client Listutton is applied DHCP Client Listreen will appear.

DHCP Client List [{&eJo)RGNIVE M EToTelllo] B @
LAN Interface IP Address Host Name MAC Address Remaining Lease Time Actions
Ethernet Dynamic /192.168.4.112 DESKTOP-DMGAVKY FO:76:1C:29:74:47 23:58:18 [] Select

When the DHCP Client is selected &upy toFixed Mappingbutton is applied. The IP and MAC address of
DHCP Client will apply to the Mapping Rule List on specific DHCP Server automatically.

Oyl ofS k 5AalofS 51/t {SNBSNI hLliA2ya
TheDHCP Server Optiorsetting allows user to sddHCP OPTIONS,6&, or 114. Click theEnablebutton to

activate the DHCP option function, and the DH&&Pver will addhe expectedoptions in its sending out
DHCPOFFHRICPACpackages.

66 TFTP server name RFC 2132]
72 Default World Wide Web Server RFC 2132]
114 URL RFC 3679]
Configuration B @
Item Setting
» DHCP Server Options (] Enable

I NBIF0S k{SRWENBhLIIAZ2Ya
Thegatewaysupports up to a maximum of 99 option settings.

tkb {naontTTnIZ wo9+xtd wMm c
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DHCP Server option List [XL) [3 @
ID Option Name DHCP Sever Select Option Select Type Value Enable Actions

WhenAdd Editbutton is appliedDHCP Server Option Configuratisoreen will appear.
DHCP Server Option Configuration

t

K b

Item Setting
Option Name |Opti0n 1 |
DHCP Sever Select
Option Select | DHCP OPTION 66 |
Type | Single IP Address v |
Value |
Enable (] Enable

L. Stringformat can be any g0 5 pHcp Serv@ption name.9 Yy 4 SNJ I y I YS GKI

Option Name

DHCP Server
Select

Option Select

Type

Value

Enable

text

2. A Must filled setting
Dropdown list of all
available DHCP servers.

dzy RSNEGF YR®

Choose the DHCP server this option should apply to.

Choose the specific optidrom the dropdown list. It can b®ption 66 Option
72, Option 144 Option 42, Option 15Q or Option 160.

Option 42for NTPserver;

Option 66for TFTP

Option 72for www;

Option 144for url,

Each different options has different value types.

Single IP Address

1. A Must filled setting
2. Option 66is selected by
default.

66 Single FQDN
_ 72 Lt ! RRNBFaaSa [Aadx aSLI NFGSR
Dropdown list of DHCFy,, gipgie URL
ASNIISNJ 2LI0A2 O - ——— — — ————
42 IPl RRNSaasa [Aaux ASLI NIUSR oe
150 Lt ! RRNB&aasSa [Aalx aSLI NrdSR
Single IP Address
Single FQDN
Should conform to Type
1. IPv4 format Type Value
g- ::PQIDtN format 66 SinglelP Address IPv4 format
. IP lis
4. URL format Single FQDN FQDN format
5. A Must filled setting 72 Lt ! RRNBaasSa [ AlIPvaformata SLI NI G SR
114 Single URL URL format

The box is unchecked Lk ClickEnablebox to activate this setting.

{nnntTTtTnZ w9+xd m T
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default.
Save NA Click theSavebutton to save the setting.
When the Undo button is clicked the screen will return back with nothi
Undo NA
changed.

/| NBFGS k 9RAG 51/t wSftl e

Thegatewaysupports up to a maximum & DHCP Relay configurations

DHCP Relay Configuration List [3 @
. . DHCP Relay .
D Agent Name LAN interface WAN interface Server IP Option 82 Enable Actions

WhenAdd Editbutton is applied DHCHRelayConfigurationscreen will appear.
DHCP Relay Configuration

ltem Setting
» Agent Name |
» LAN interface
» WAN interface

» Server IP

» DHCP OPTION 82

» Enable

1. String format can be an : oA i v A f o &
AgentName  text Entera DHCRelayname 9 Y USNJ I Yy I YS O0KF O A& S

. . + | S;_‘!ml & e . e YiTEs
2. A Must filled setting £l tvde w0 OKFNFOUSNE®

1. A Must filled setting Choosea LAN Interfaceor the dropdown list to apply with the DHCP Re
2.LANis selected by default function.
1. A Must filled setting

LAN Interface

WAN > WANI is selected b Choosea WAN Interfacefor the dropdown list to apply with the DHCP Re

Interface défault Y function. It can be the available WAN interface(s), and L2TP connection.

Server IP 1. A Must filled setting Assign eDHCP Server IP Addrebat the gatewaywill relay the DHCP reques
2. null by default. to the assigned DHCP server via specified WAN interface.

ClickEnablebox to activateDHCP OPTION 82 function
DHCP OPTIOM The box is unchecked t hLJiA 2y yH Aada 2NBAFYAT SR |a OANDY
82 default. AYVF2NXEGAZ2Y 1y26yKDeNRIKISe SNEBI SNB/|jtdz
AYF2NMER 82 KE PSS HRK SNB 0F S Adidaid € S
The box is unchecked kt

Enable ClickEnablebox to activate this setting.
default.
Save NA Click theSavebutton to save the setting.
When the Undo button is clicked the screen will return back with nothi
Undo NA
changed.

2.3 WiFi

tkb {naontTTnIZ wo9+xtd wMm T
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Wi-Fi Module 1

Configuration

L4 List

Configuration

!

Wi-Fi Module 2
Configuration

.1, L4 List
Basic
Configuration

Advanced
Configuration
‘ll Select Each

WiFi Module

Jy Popup

Module 1
Configuration

!

Basic Configuration

Item

» Operation Band

2.4G WiFi Configuration
Item

» WiFi Module

¥ Channel

» WiFi System

» WiFi Operation Mode
» Green AP

» VAP Isolation

» Time Schedule

2.46 VAP List [[X5)
D | vaP ssiD
1 | VAP 1 mtr62020

\L Popup
Maodule 2
Configuration

The gateway provides WiFi interface for mobile devices or BYOD devices to
connect for Internetintranet accessing WiFi function is usuallynodularly
design ina gateway and therecan besingle or duamodules withina gateway.

The WiFi system in thgateway complies withIEEE802.11ac/11n/11g/11b
standard in 2.4GHar 5GH=ingle band or 2.4G/5GHz concurrent dual bands of
operation.There are several wireless operation modes provided by this device.

¢ KS @& AP Rdutér M@dé VD8 Only Modé anddWDS Hybrid Modé @

2 d

5

can choose the expected mode from the wireless operathode list.

There are some suections for you to configure the WiFi functiangluding
oBasic Configuratianand 6Advanced Configurati@n In Basic Configuration
section, you have to finish almost all the segs for using the WiFi functioAnd

the Advanced Configuration section provides more parameters for advanced
user to fine tune theconnectivityperformance for the WiFi function.

[2.4G Single Band v |

Enable
(Ao v
[80211b Only v
[AP Router Mode v |
[_] Enable

(@ By AP Numbers

Enable

(0) Always v

Authentication

WPA2-PSK

Kb {nnnptT1tTnZ w9+xd m

Setting

Setting

() By Less Interference

Encryption
AES

STA Isolation

Broadcast SSID

Enable

8|0

()

(=

Actions

[] select
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2.3.1 WiFiConfiguration

WiFi Operation
Mode

AP Routi:r Mode
WDS5On y Mode |
WDS Hylrid Mode |

Operation Mode
Profile Configuration

Multiple AP
Configuration

X

2.4G WiFi Configuration E] E]
ltem Setting

» WiFi Module Enable

» Channel ® By AP Numbers (_) By Less Interference

» WiFi System

¥ WiFi Operation Mode

» Green AP [_J) Enable

» VAP Isolation Enable

» Time Schedule

2.4G VAP List E] E]

ID VAP SSID Authentication Encryption STA Isolation Broadcast SSID Enable Actions

1 | vap1 mtr62020 WPA2-PSK AES (] select

2.4G VAP Configuration E] E]
ltem Setting

» SSID [mtr62020

b Max. STA (] Enable

» Authentication [ WPA2-PSK v

» Encryption

» Preshared Key |1234567890

» STA Isolation U

» Broadcast SSID U

» Enable

Due to opional module(s) and frequency band, you need to setup module one by one. For each module, yo

tkb {nantTTnX wo9xd wm T
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need to specify the operation mode, and then setup the virtual APs for wireless access.

Hereunder are the scenarios for each wireless operation mode, you can get how it works, and what is tt

difference among them. To connect your wireless dewaés the wireless gateway, ake sure your application
scenario for WiFi network and choodee most adequate operation mode.

AP Router Mode

This mode allows you to get your wired and
wireless devices connected to form the Intranet

J/ of the wireless gateway, and the Intranet will link
AP Routgf Mode

to the Internet with NAT mechanism of the
é’ ) 2 4G WiFi \ gateway. So, t_hi.s gatewayworking as a WiFi AP,
/ SSID: VAP-1 \ but also a WiFi hotspot for Internet accessing
10.0.75.0/24 , service. It means local WiFi clients can associate
to it, and go to Internet. With its NAT mechanism,
Etherndt LAN
Global IP: 118.18.

FEt 2F gANBf Saa Ot ASyla

Local IP: 10.0.75.2 -l\ addresses from ISP.

WiFi Operation Mode: AP Router !
Multiple AP Names: VAP-1

I

/
Network ID: WAP1 > /
Channel: Auto ;‘r
WiFi System: 802.11b/g/n Mixed

Authentication: WPA2-PSK Lol -
Encryption: AES ~ il
Key: 1234567890

tkb {naontTTnIZ wo9+xtd wMm
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WDS On} Mode
Gateway 2 & 3 Settings: Wi-Fi Gateway 3 ({ )) 2 5 { é 2 ;\ N‘B f S é‘ é‘ Sh}\yéf uéN‘R\ﬁmE
[Configuration]-[WiFi Configuration] @ WDS Only Mode * R N @ 3 a Rll] S g | leo NRERE\@ A l] a

-~ () Ly dNIWRSGF NBLISEFGSNI G2 S
wifigtewy2 O Y NAZEES(H A KIS G S 4138 &IA CA
ewdsonyMede  NB LIS (0 SNI QK HiSya Bd A K 5 {af f
hyt8hRS 1 £ I 0S¥ az A O
gAGK SIOK 2RCIHIEA NEIRR Iy

WiFi Operation Made: WDS Only Ethernet LAN
Lazy Mode: Enable
Channel:3
Authentication: WPA2-PSK
Encryption: AES

Key: 1234567890

Ethernet LAN

Lt
Gateway 1 Setings: WDS Only Mode K2aidah KAy S+ OKOI yAlf 886
[Configuration]-[WiFi Configuration) | v » 3 C) 2YY dZ}/ A C") | l:l SA yé | @«é @éﬂ%lﬁ
WiFi Operation Mode: WDS Only ! () ~ 4 A A Al oo 9 _
=i () 2yS I 1 SHBRISOKISKK yOIl v 6
iu::::l-i:atinn:WPAZ-PSK NAN\\‘ -'éthernetLAN é‘ S, '}I‘E S N‘J l:I 2, AL‘]N‘E m\t R\y?'l:m,] é‘ :Fs
incry;g:;s;ﬂ::o \@ ‘/{ S@SN\E 3' USél é éK)\ OK 0
ey: . A £oA . 4 A 2w ;
[Configuration]-[Remote AP's MAC] Wi-Fi Gateway 1 a S NJ,Z S NJP ¢ K,i\ Aa HAl _,_u S g.,l .,eA o (
RemnieAPMACI:MACnfGalewayZ @WDSOnIyMude LJN\E g}\ R S 7\ y‘ U S N\y S U I O O S a i
Remote AP MACZ: MAC of Gateway 3 Globe IP: 118.18.81.33
Remote AP MAC3: Local IP: 10.0.75.2

Thediagram illustrates that there are two wireless gatew@y8running at "WDS Onlyhode. They botluse
channel 3 to link tdocalGateway 1 through WD8oth gateways connected by WDS need to setup the remote
AP MAC for each other. Alient hostsunder gateway2, 3can request IP address from the DHCP seaver
gateway 1 Besideswireless Gateway 1 also execute the NAT mechafos@l client hostdnternet accessing.

WDS Hybrid Mode
Gateway 2 / AP 1 Settings: 2 5 {( ‘,é ? N\-F\ ﬁ Y% IQ g . Z\A y cv)vf ,der S
[Configuration]-[WiFi Configuration] w 2 dzu S N2 5{'& |a ) M‘\R RCS' |.y'o U |

B Iy OOS a aF 2IN2 Aylda 2l AYyGRA L
Mulkiple AP Names: VAP Wi-FiAP 1 K 2 AGNARARI A& G6ANBR |y
Network ID: Extended-WiFi (« ))’,__@HWDSHybrid ((9) F GKS alY$8S (KuASBS :L] X
hannel: same as Router % Tl A g A~ -
iuthenlicatian:s:me!;:s;outerl ‘; \‘\ -'F S | HLle\LBO dZ?\ f R dZLJ | t | N\.E
Encryption: same as Router 1 / \\\ . . & NICTS :
e " os i o, g Iy y K}j dzéf I NE SA NLIZBING S NI K|
Gateway 1 Settings: .1\ \ / : ? Wi-Fi Gate;va:Z
[Configuration]-[WiFi Configuration] \ : o \@ WDS Hybri — . 4 AL £ A 7 wA
e L L ¢ KBA I IANE fYdza G NI G BIai D 1G5
Lo Mods:Dibl Sy HOLYR 1t m O2yySOGSR |
ultiple ames: Wi-Fi Gateway 1 | . s oA L o § o
T e ybrd : Kba F00Saa LRAGL Oty
it::::::i:ation:WPAZ-PSK l O O S é é CD D I U S é l é M K I é'
Encryption: AES WAN L t . u 2 VS IA OK Of 7\ S y u K 2 a
e C— I NB dzy RSNJ 25{ KEONAR
[Configuration]-[Remote AP's MAC] \@ K é 9 N\P\ ﬁ Y 2 ﬁ S 5 7\ lj y. S S ﬁ
Famota A MACLNAC {1 AGSYa arYAt iNRIdAl 8 NI Kl &
Remote AP MAC3: Y2RSa o

tkb {naontTTnIZ wo9+xtd wMm T
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Multiple VAPs
N VAP (Virtual Access Point) is function to
Gateway Settings: Accessible if L. . . .
WiFi Operation Mode: AP Router VAP Isolation disabled partltlon wireless networkinto multlple
vs;?vnn €————- > broadcast domains. Itcan simulate
Authentication: WPA2-PSK etk e multiple APs in one physical ARhis
Encryption: TKIP - 2.46G/56 wireless gateway supports up ®VAPs
Key: 1234567890 Wi-Fi VAP-1 Y Wi-Fi VAP-2
SSID: VAP-1 Wi-Fi SSID: VAP-2 For each VAP,oy need to setup SSID,

VAP2

5S1D: VAP-2
Authentication: WPA2-PSK
Encryption: TKIP

Key: 1234567890

VAP3

SSID: VAP-3

Authentication: WPA2
Encryption: TKIP

RADIUS Server IP: 192.168.168.
RADIUS Server Port: 1812
RADIUS Shared Key

Encryption

t

Wi-Fi Gateway
@ AP Router Mode

Dynamic IP Address:
192.168.123.x/24

RADIUS
Server

K b

il = 17
-

Authentication: WPA2-PSK

Encryption: TKIP

S
RADIUS Server

xDSL and/or
4G Cellular

Wireless Gateway
@ AP Router Mode
Dynamic IP Address:
192.168.123.x/24

Auto
1. None, WEP encryption
2. HEX/ASCIl Key

_________________________

Shared
1. WEP encryption
2. HEX /ASCIl Key

_________________________

_________________________

WPA-PSK and WPA2-PSK
1. WPA Personal
2. TKIP, AES, TKIP / AES encryption
WPA and WPA2
1. WPA Enterprise
2. TKIP, AES, TKIP / AES encryption

WPA-PSK / WPA2-PSK
1. Mixed WPA Personal
2. TKIP, AES, TKIP / AES encryption

_________________________

WPA / WPA2
1. Mixed WPA Enterprise
2. TKIP, AES, TKIP / AES encryption

{nnntTTtTnZ w9+xd m

Authentication: WPA2-PSK

Encryption: TKIP

WiFi Network

Wi-Fi VAP-3
SSID: VAP-3
Authentication: WPA2
Encryption: TKIP

authentication and earyption to control
Wi-Fi client access.

Besides, there is a VAP isolation option to
manage the access among VARsU can
allow or blocks communication fothe
wireless clierd connected to different
VAPsAs shown in the diagram, the clients
in VARP1 andVAR2 can communicate to
each other when VAP Isolationdsabled

Wi-Fi Security¢ Authentication &

Wi-Fi  security provide complete
authentication and encryption
mechanisns to enhance the data security
while your data igransferred wirelessly
over the air The wireless gateway
supports Shared, WP&RSK / WPAPSK
and WPA / WPAauthentication You can
select one authentication scheme to
validate the wireless clients while they are
connecting to the APAs to the data
encryption the gatewd suppors WEP,
TKIP and AEShe selected encryption
algorithm will be applied to the data while
the wireless connection is established.
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2 ACA [/ 2YFRBAANYEAZY

¢CKSCARAO2Y FTAIAzNI A2y | (I{i2NIBPERAS NI AGAY TAIdzNBE H DN

D2 .0l22A 0 bBAEGZNILA Ha 2 RdzbSF hiyKS Sl dzeSWRIB RA&62 2 ACA Y
gAff 0S8 AICAZ2 BRI, 2 da @2 Yy R2 GKS &AAYALT I NI O2y TA3dzNI

Basic Configuration

Basic Configuration E] E]

Item Setting

| » Operation Band [2.4G Single Band v | I

FA&AO /2y FAIdzNT GA2Y

ltem Value setting \ Description
Specify the intended operation band for the WiFi module.
Basically, this setting is fixed and cannot be changed once the module is integ
Operation Band A Must filled setting into the product. However, theriss some modulevith selectable band for user to
choose according to his network environment. Under such situation, you can sy
which operation band is suitable for the application.

Configure WiFi Setting

2.4G WiFi Configuration E] E]
Item Setting
» WIFI Module Enable
» Channel (@ By AP Numbers () By Less Interference
» WiFi System [802.11b Only v
» WiFi Operation Mode | AP Router Mode v |
» Green AP (L] Enable
» VAP Isolation Enable
» Time Schedule
/[ 2y FAIdeNR Y[ 2O y 3 a
Item Value setting Description
- The box is checked by Check theEnablebox to activate Wi function.
WiFi Module default
{SEtSOG I NIRAZ2I9OODRKY PRt y¥SNI 4 &KS O2 NN
) . 0lYyR® ¢KS LISN¥AZAAOWSIOKIYiZg®EASRSLI
L. AMustfiled seting ¢ ¢ & N5} @I A i 168K By AdzZEE ST St SOGSRY
Channel 2. Auto is selectee 5 _ A
default : e !t bdzvoSNA o oa e . R .
' CKS OKI¥yYSaSwQOANRAY I (2 !t yd&NIS
&8 [ S4a LYGSNFSNByOS

tkb {naontTTnIZ wo9+xtd wMm T
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¢ KS ()Klgfgsm;acmzNR)\ya G2 AYyGSNFSN
{LISOATEe G(GKS LINBKSNRBIR LIRRGAOA { & &SR0
L99 FAHPRMNR O

N v 4 9 3
2 | 1 , +
ACA {eat adalt FAL' " o mery astS80G o3 I FyR y 2yie 21
. D y &a8tSO0i T y YR O 2yte 2
{ LISOAZFRBINSKNG aiARISOO02 NRRWAI k24 J A OF G A2

D2 (2 GKS T2t 2wAdiES Ui D AGEEBRESAYRRIS { | @
a2RBSGpAyTa

©

WiFi Operation
Mode

b20SY ¢KS @At ofS 2LISNIGAZ2Y Y2RS:
Ly (GKS GREOCOR2BAYIC2Y TAIESNIAR y2 RSKH ONWNIMNIARY2Y Y2RS
AP Router Mode & VAPs Configuration

C2 NJ (vedRi SN XERRFERIOR y { 2a (d daLuL2y/NLi aQizlly yI SN2 (2 &Y KBPT deyKC(
21 L2 NI by R diy OS B8y o SR

» WIFi Operation Mode [AP Router Mode |
» Green AP () Enable
» VAP Isolation Enable
» Time Schedule (0) Always v
Green AP The box is unchecked Check theEnablebox to activateGreen ARunction.

by default

Check theEnablebox to activatethis function®

. @& RSTIl dzf GRS GAKSRBI2)Ea AGK | (0 a3 QAR RIYSERS

+1tad OFLyy2i O02YYdzyAOFIGS 6AGK St OK

Apply a specifidime Scheduléo this rule; otherwise leave it 9) Always

Time Schedwd A Must filled setting If the dropdown list is empty ensufEme Schedulés preconfigured.Refer toObject
Definition > Scheduling >Configurationtab.

The box i€hecked by

VAP lIsolation default

2.46 var List [[XT) [3 @

ID VAP SsID Authentication Encryption STA Isolation Broadcast SSID Enable Actions

1 | VAP1 mir62020 WPAZ-PSK AES @ [] Select

8 RSFldzZ G 't m A& SyloftSR FyR aSOdNRiGe {Se& A&
ASOdNIISE | yR LINE @Sy i meddyiSKERLBRAA ISSRR ROAOSGSa @2 T dzy
¢KS RSTI dz § ¢ AcFAl K S8R $ AAVOBIAGHIS ANBYHANA i O NB IRASTRF S\
FTNRB RS @2dz Oy O2yySOGSR (2 GKS xltwm o{{L5Y {I
| 26 SOSNE MNBE ORar YaSWRHRIE Bdz OK I y 1P W IKBEND TSNS NS 2y Feé o
0KS 9RMiI odzilGz2y
/tAGRRAdIG2Y Ay GKS 2!t [Aad aONBSy (2 ONBIGS 2N
gAtft I LILISI NI

tkb {naontTTnIZ wo9+xtd wMm T
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2.4G VAP Configuration E] @

ltem Setting

» VAP

» SSID [mtr62020

» Max. STA ") Enable

» Authentication [WPA2-PSK v

» Encryption

» Preshared Key |1234567890

» STA Isolation 0

» Broadcast SSID O

» Enable
C2NJ 2GKSN&AY

2.4G VAP Configuration E] @

Item Setting

» VAP

» SSID Imir62020

» Max. STA (] Enable

» Authentication | WPA2-PSK v

» Encryption

» Preshared Key ‘1234567890

» STA Isolation O

» Broadcast SSID O

» Enable

)/ 2y FATAINI GA2Y

Item Value setting

Description

1. String format Any 9YUSNI GBSTF2NJ ﬁKvéAi,!tZ YR RSOARS g F
SsD - ¢KIS{BBASR F2NJ ARSYGATFRAYI FNRY Fy2i
BAGK 1t | OO02NRAY3 (2 {{L50®
I KSO1 G(KAZIDREAGRKMEY GKN YIEAYdyY y
Max. STA The box isinchecked & UAF 20y’ & L
: by default CKS 62E Aa dzy QKIS OSSR/ 50 & 2R STLUSIGIAGHAE ¢
O02yySOGSR {¢! ao
C2NJ aSOdzZNAGex GKSNBE I NBE aS@SNI I dzi
dK2dAZ R LINPPARS (KS 1S@& 4KSy Ié 2 OA
1. AMustfilled setting 2 K ShyLJSya aSt SOGSR
2.VAP1IWPA2PSKs ¢ KS$ OKSOlyoBBMgEBXSRL) ySEG (2 G(KS R
Authentication  selectedbe default ynHOMES 0602E A& dzyOKSO1SR o6& RSTI d
Others:Openis 2 KSynubmESYl 6f SR Al YShya G(KS Of
selectedbe default w! 5L { &aSNBSN®
w! 5L { {oSINNSSNRQQFIdzZE G Lt Ada noendnd
w! 5L { { ONIAKSSNIRSINIdzt & O £ dzS A& wmy
tkb {nantTTnX wo9xd wm T
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t

Encryption

1. A Must filled setting

2.VAP1AESs

Others:Noneis

selectedbe default.

VAP1The box is

STA Isolation

K b

checked by default

{nnntTTnZ w9z+®

selectedbe default;

M

W'5L'{ {KlNSR YSe

KISNSK | NBR JdK2dZ R 0SS aS0i FT2N) | dziKSy

2

¢

2 KSlydzh® a4 Sf SO0 SR

¢KS RSOA OIBLIRWIOKI RBRINSjidzSaGAy3I 2F Of
¢

KS OKSO|lyonaBMEBESEI ySEG (2 (KS RI
YyNHOMESA ®2d2y OKSO1 SR 6& RSTI dzZf G0

2 KSynubaESYyllot SR AlG YStya GKS Of
w! 5L!{ &aSNIBSN®

w! 5L { {oSINNSSNRQQFIdzZAE G Lt Ada nondnd
w! 5L { { ONIAKSSNIRSWNIdzt & O £ dzS A& wmy
w!5L!{ {KINBR YSeg

KSyt 2Rt ! ma asSt SOGSR

KSe@ IINB AYLX SYSydtizyzy KT RLAYUIL B

NHO®MMAZ 0 dziO2Yhaidh &St 6 B& G SNJI

t 1 WFER Fdzf £ & AYLI SYSY(dSR ynH ®awvSuOdeNii

w!5L!{ {SNBSNJ

tASyY( IadadKiShyRiyRaO | AR 0085 w! 5L -

P { {oSINNSSNRQFIdzf G Lt A& nondnd

w! 5L { { ONUEKSINIRSINIdzt & O £ dzS A& wmy

'{ {KIFINBR VYSe&

KSyt k2t ! & aSftSOGSR

0 26ya KS2aIR2RX '®SE&ByDEtRSYy G adl a.

KAd RSDRASD 'd@Al

KSyt it { YR !mi{Na aStSOGSR

G 26ya GKS alyYS SyONRBLIA2zY &aeadSy

LINSKIF NBR {S& AyadSIR 2F w!5L!{ asSN¥

2 KSyt i {rRet!Im{Na &St SOGSR

LG 26ya GKS2amY{¥RNISEHiwy@KS a0t ASyd 2

F3a20A10GS ALK {§HRE!TREBPAOS Al

Selecta suitable encryption method and enter the required key(s).

The available method in the dropdown list depends on the Authentication you

selected.

b2y S

G YSktya (GKIG GKS RSOAOS Aa 2Ly ai
&a

N carr N

—

9t

LIni2 9t (1Sed DYROSA
LIS OHw2ap IrLE?

[FOA & ééféédéﬁz GKS 1Sé akKz2dzZ R O2ya
F{ /AAL 4SSt SOGSRXE (KS (1Se& akKz2dzZ R 02y
YLt

YLt ¢gFa LINRLRaSR Aya

KI NBR ¥&& ¥ENALNKD2T

~ PN o A

BiDiG 2yS ¢k& D8

&I mem&mwlm
188 A& FTNRY vy
K6S5Sai SYONBLIGAZYyAacehfsr REE AyENSP
AGNY S yaiGHNE KE HBIB ¢&E FTENFAKO2TF |
OKF N} OG SNAE @
L 2dzNBNR YSRZRIISBES/ ONB LIGA2Y Ay adss$ Rdzex
¢YLt k ! 9¢{
CYLt YKABBIRRS® LG YSItya GKFEG GKS Of A
RSOAOYRPMM y i SNAKI NBIE ¥&E TENAKMKTAP
co OKINJ}OGSNEO®
Check theEnablebox to activatehis function®
. @ RSTI dzf GRS GAKSR®I2\Fa A EK I G sl QA 20y8aR

(O e T Xxeer - o M

y
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Others: uncheckedby +! ©F yy23G O02YYdzyAOF (S 6AGK SIOK 20K:¢

default.
VAP1The box is Check theEnablebox to activatethis function®
Broadcast ssip  checked by defaut ¥ Aﬁ.){ N\Qﬂ FROILSG 2 LI A2 WSAHY é? )AGI-K(,ﬁf $R 1 5A ® At
Others: uncheckedby U Ka&SulF aA2ya OFy |aaz20AFu0S gAUK UKAaA
default.
VAP1The box is Check theEnablebox to activatethis VARD
checked by default
Enable Others: un)c/:hecked by
default.
Save N/A Clickthe Savebutton to save the current configuration.
Undo N/A Clickthe Undobutton to restore configuration to previous setting before saving
Apply N/A Click theApply button to apply the saved configuration.

tkb {naontTTnIZ wo9+xtd wMm y
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WDS Only Mode
C2NJ (KS

RSOAOS
RSOAOS54KMiy$ #3a28E8S0GSRD

» WiFi Operation Mode

r Green AP

» Time Schedule

» Scan Remote AP's MAC List

Remote AP MAC 1
Remote AP MAC 2
Remote AP MAC 3

Remote AP MAC 4

Green AP

Time Schedd

gKAOK

25 {KSYREYHARGEXKSa O2yy
(0 ReSA (RGO B 5t FaR R BN AN

A A A 2 s oA~

BERSHEGIO2 yy SO

[WDS Only Mode  v]

[] Enable

(0) Always v

The box is
unchecked by
default

A Must filled
setting

Check theEnablebox to activateGreen AHunction.

Apply a specifidime Schedul¢o this rule; otherwise leave it 9) Always
If the dropdown list is empty ensufEime Schedulés preconfigured.Refer toObject
Definition > Scheduling >Configurationtab.

dSNJ DdzA RS

Ofi BRY (58 WE RE § NDH2EASTRA

G

t NBagObyuAB G2y uz aOIy L]KS aLJld)\ltTN;E
N/A GKS 1t tAadz
al!/ {GlrofSo

9y WIKNSB Y2 @& ! il vy dzR tdiA & Sl Qikliy?  HKIBIZ2 R B A (

0 NARAS i NIKBTF NGB YR S | tRAIROOE & F d2 OX |

()

Actions

s oA A Must filled
' setting

2.4G VAP List
ID VAP SsiD
1 | VAP1 mtr62020

Authentication Encryption STA Isolation Broadcast SSID Enable

WPA2-PSK AES [ Edit JRIERe

RSFlLdzA G +#!'t m A& SylofSR FyR aSOdNRhiGé& 1Sé& Ara
FYR LINB@GSY (i mhddyliSKE2 BTSSR R OASH&E @@ F dzy
RSTL dzf G ¢ AcF2idli K & &R & @A ORIAHIS NPFMANA K12 O NS FRIASFRF S\
g2dz Oly O2yySOGSR G2 GKS #!tm of{{L5Y {I
5 SGSNE  ANE Oeay YafiynR/rRag 2dz OK I y I il KB&NBS FS RIS iNE 2y S& o
9

odziG2y

tkb {naontTTnIZ wo9+xtd wMm y
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' VRSN hRfRS T 2yfeé +!tm A& FOFLAfFO6fS F2NJ FdzNI KSNJ
2800 AyHRandzdy E2AyO1Ay GKS =1t [A&al aONBSY FyR F !t |
0KS NBIljdANBR aSaiay3da

2.4G VAP Configuration E] @

Item Setting

» VAP

» SSID mir62020

» Max. STA (] Enable

+ Authentication | WPA2-PSK v

» Encryption

+ Preshared Key ‘1234567890

» STA Isolation O

» Broadcast SSID O

» Enable

C2iNS RS

Af RSAONRARLIGAZ2Y |062dzi !t O2y TwAdzZNSE NIA 2 §O

tkb {naontTTnIZ wo9+xtd wMm y
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WDS Hybrid Mode

C2NJ 0KS 2 5{ KISEZ RNEMR 3
Syl ®?{XSAR RS MKASOK §( KS RE

S Rg3
2.4G WiFi Configuration @ @

3 NBdEb yiR[ | Of ABF Glay 2 G KSNJ 2 5
AK®@S | 2 I 0

ltem Setting
» WiFi Module Enable
» Channel (® By AP Numbers () By Less Interference
» WiFi System [802.11b Only M
» WIiFi Operation Mode | WDS Hybrid Mode v |
» Lazy Mode E]] Enable
» Green AP ["] Enable
» VAP Isolation 4 Enable
» Time Schedule

Remote AP MAC 1

Remote AP MAC 2

Remote AP MAC 3

» Scan Remote AP's MAC List @
|
|
|
|

Remote AP MAC 4

The box izheckedby 2 A 1 K (G KS ¥Fdzy O{iAK2Sy RoSISuyid F5I13/M600yT IR & A (i K

Lazy Mode default VI ydBYEBNAY B 2all KS NIRRND & & @ F . 1§#KS 1ai itz
NBY2dG4S 't &&/ | RRNBaa
The box is unchecked Check theEnablebox to activateGreen AHunction.
Green AP
by default
The box ishecked b Check tvheAEnabIeboxv'Eo agti\vl,a'getpjsvfupctiopd) ) ) ]
VAP Isolation Y & RSTI df GS GAKSKBI2\EA AGBK I G amier ORR 2TSHE

default +1ta OFryy2d O2YYdyAOFdS 6AGK S OK ;

Apply a specififime Scheduléo this rule; otherwise leave it §8) Always
Time Schedd A Must filled setting If the dropdown list is empty ensufEme Schedulés preconfigured.Refer toObject
Definition > Scheduling >Configurationtab.
t NBagaoObeAdz2y (2 aoly GKS &aLJ GALl {FNB

{ Oy WSW Available when Lazy . & | . 7 S AT NG EE rEacs G Cob B

al/ [Aad Mode disabled. UgKS .{_t _f )}auz 0KS & 'dZi SRWKISS { T2a & LG/
al/ ulotftsSo

wSY20GS | Availablewhenlazy 9y (XN Y2 @3 ! Wil vy dzR &iA & srl Qledy2 | IKIBIR R DB A (

Mdn Mode disabled. O NARAS ( NUKBT NG YA S ! tRAARXOP 2 pF a2 OA |

2.46 VAP List ([[X5) [3 @

ID VAP SsiD Authentication Encryption STA Isolation | Broadcast SSID Enable Actions

1| vaP1 mir62020 WPA2-PSK AES GED ) select
2 F“zéﬂ-dzfijz £t m Aa SylofSR FyR aSOdNmGe 1S@
AaSOdNMASE | YR LINBOSY (i hddyliSKE2LBNJ 1SSRR RAOSGSa @2 T dzy

tkb {naontTTnIZ wo9+xtd wMm y
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¢KS RSTldzZ i ¢AFAKR SR & @AAVOBAYHIS Rt @GMANA A2 O NIDFRIASTRF S\
FNRSOR{EST &2dz Oy O2yySOUSR (2 U(KBOERSR pP$dges5Y (I
| 26 SOSNE NGB Oear VaSiye§rag 2dz OK | v Ty SHkb D S RIS g 2 VS8 o
GKS 9RMi odzilGz2y

' YRSNg 80NRBRRSS (GKS #!'t FdzyOGA2y Aa QAT o0fS FyR ¢
F2N) O2yySOUGAY3a 6AGK gANBEtSaa Ot ASyd RS@PAOSao®

It AGQRRadei 2y Ay GKS +!'t [A&ad aoONBSy (2 ONBFGS 2N
gAtt I LILISI NI

CZ2ZNJ !t mY

2.4G VAP Configuration @ E]
Item Setting

» SSID [mtr62020

» Max. STA [T Enable

» Authentication [WPA2-PSK v

» Encryption

» Preshared Key |1234567890

» STA Isolation

» Broadcast SSID

» Enable

tkb {naontTTnIZ wo9+xtd wMm y
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C2NJ 2GKSNAY

2.4G VAP Configuration E] E]

ltem Setting
» SSID [mtr62020
» Max. STA [C] Enable
» Authentication [WPA2-PSK v
» Encryption
» Preshared Key |1234567890
» STAlsolation
+ Broadcast SSID
» Enable

O«

C2NJ 6KS RSGFAf RSAONALIIAZ2Y Fo62dzi +!t O22TdiiBdNIaiSAG

tkb {naontTTnIZ wo9+xtd wMm y
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2.3.2 Wireless Client List
¢ KBANBf SaalLl AKRBAS] Afd 20VNRIARaBY 2B 6 K SEKA I KNBI K Aasd 2R
D2 .{2aA 0 bBUGERMNNBHSaackdASYld [ Aadld

Select Target WiFi

Target WiFi @ @

Item Setting

» Operation Band

» Multiple AP Names Al v

Specify the intended operation band fibre WiFi module.

Basically, this setting is fixed and cannot be changed once the module is
integrated into the product. However, theie some modulevith selectable
band for user to choose according to his network environment.

Under such situation, yowaa specify which operation band is suitable for tl

Operation Band A Must filled setting

application.
1. A Must filled { LISOANKS !t (2 aKz2¢g GKS | 2F20itdBHO
ltivle AP N setting . @ RSTrdA Gz 'ttt !t Aa asStSOGSRo®
Multiple ames 5 Allis selected by
default.

Show Client List
CKS F2tft20Ay3 [/ tASYyldl [Aa0 aK2ga GKS AYyTF2NNI G2y

Client List E] @

IP Address Configuration

& Address Host Name MAC Address Mode Rate RSSI0 RSSI1 | Signal | Interface
IP Address LG aKz2ega GKS /tASydQa Lt | RRNBaa
Configuration & bk! Dynamicmeans the IP addressderived from a DHCP server.
Address Staticmeans the IP address a fixed one that is sdififled by client.
Host Name bk! It shows he host name of client.
MAC Address bk! It shows he MAC address of client.
Mode b K| It shows what kind ofVi-Fi systemnthe client used to associate with this

' device.

Rate bk! It shows thedata rate between client and this device.
RSSI0, RSSI1 bk! It shows the RX sensitiviflRSSI) value for each radio path.

Interface b k! It showsthe VAPID thatthe client associat@with.

|
|

Signal bk! Thesignal strengthbetween client and this device.
|

Refresh b k! / £t AOAS NIBAIKI 2y (2 dzLIRARWBSRESGISEE Sy

tkb {naontTTnIZ wo9+xtd wMm y
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2.3.3 Advanced Configuration

CKAAd RSOAOS LINP JOR$ & A BRAM] JLANERRT SH5AaNASX yS|-ata SN 2
dzy RSNJ G KS ALISOATAQt APRAEBt YRUGS2VIKEVOANR RSy I NB Yy
2dza B WKISO I RO yOSR O2y FAIdzNI GA2Y HAGK a I
GAAKLINEBSNR y 34 D

D2 .(22A0 b3KGRRMI HOSR / FY®A IdzNI GA2Y

Select Target WiFi

Target WiFi E] @

Item Setting

| » Operation Band 24G v I

TargetConfiguration

Item Value setting Description

Specify the intended operation band for the WiFi module.

Basically, this setting is fixed and cannot be changed once the module is
integrated into the product. However, theie some modulsvith selectable
band for user to choose according to his network environment.

Operation Band A Must filled setting

SetupAdvancedConfiguration

Advanced Configuration E] E]
Item Setting
(1-11)
» Regulatory Domain :Illiivs:dl.'nake sure the regulatory domain you choose is legal to use in your country. Using the wrong regulatory domain is not
» Beacon Interval Range: (1~1000 msec)
» DTIM Interval Range: (1~255)
» RTS Threshold Range: (1~2347)
» Fragmentation Range: (256~2346)
» WMM Enable
» Short Gl
» TX Rate | Best ~
» RF Bandwidth
» Transmit Power
» WIDS () Enable

Advanced Configuration

tkb {nanTTNnX Wwo9xd m y
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Regulatory Domain

Beacon Interval

DTIM Interval

RTS Threshold

Fragmentation

WMM

Short GlI

TX Rate
RF Bandwidth

Transmit Power

5G Band Steering

WIDS

Save

Undo

The default setting is

according to where
the product sale to

100

2347

2346

The box is checked by

default

By default400nsis
selected

By defaultBestis
selected

By defaultAuto is
selected

By defaultLl00%is
selected

The box is unchecked

by default

The box is unchecked

by default
N/A
N/A

Kb {nnnptT1tTnZ w9+xd m

It limits the availableadio channelof this device.

¢CKS LISN¥AaaAirof S OKSI/afSH k2 MES LISAWRH
It shows the time interval between each beacon packet broadcasted.
The beacon packet contai®SIDChannel IDand Securitysetting.

ADTIM (Delivery Traffic Indication Messagse)a countdown informing
clients of the next window for listening to broadcast message. When the
device has buffered broadcast message for associated client, it sends tt
next DTIM witha DTIM value.

RTS (Request to send) Threshod@ans when the packet size is over the
setting value, then activRTSechnique.

RTS/CTS iscallision avoidancdechnique.

It means RTBeveractivated when the threshold is set 2347.

Wireless frames can be divided into smaller units (fragmentshpoove
performancein the presence of RF interference at the limits of RF cover:
WMM (Wi-Fi Multimedia)can help controlatencyandjitter when
transmittingmultimedia contentover a wireless connection.

Short Gl (Guard Intervaly defined to set the sending interval between
each packet. Note that loweShort Glcouldincreasenot only thetransition
rate but alsoerror rate.

Li YSIRyF&i 0 KNT parAEBEE MISESO0SRT
OB | LIBNRIUS NWIOD2 AIRAY Bf ©8 G NBy 3 (K
¢CKBSGIGAYT 2F wC O6FYyREARIGK fAYAGaA

b2NXIfte GKS gANBESaa GNIyavYAGdsS
0N} yavYAilz LE2SNCBE o5es 35 A

2 KSy G(GKS OfASyld aidl emzy (KB RGHKIAL
Oft ASy G 1€ih2 Fpfi 22YA GAOIffe AF GKS Of
2 €A Ol YRO®

CKA& 2LI0A2Yy Aa 2yfteé | @LAtlLofS 2y
¢KS 2L5{ 62ANBISAE {LyaiNIMR 12O FBR
YE1S + adlrdradaad GrotS Ay 2ACA a

f

A
D2 {ii2 5.deda A O BHSLGEMRNETG I Af SR ¢ L5
I tAOl @&Bi2y G2 alF @S GKS OdzZNNBy i
[t @By Ro2dzii 2y G2 NBadG2NB O2y FA 3dzN
al gAYy 3o

' 4SNJ DdzA RS



adzg GA/ 2yySOG NI Sttt cnn {SNASE ! 4aSNJ DdzA RS

2.4 |IPv6

¢CKS ANRGOK 2F (GKS LYUGSNYySi KIFIa ONBIFINGSR Lt @3S NyZ
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NRdzG SNJ I yy2dzy OSYSyidia ¢KSy OKFIy3IAy3a LYIGSNYySa Oz2yy

2.4.1 IPv6 Configuration

IPve
Configuration

L4 Setup

xxx WAN Type
Configuration

If =
Static IPve
DHCPvE
WAN Connection
Option

LAN
Configuration

Address Auto-
Configuration
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IPv6 Configuration
Item

b IPV6 [ ] Enable

» WAN Gonnection Type

DHCPv6 WAN Type Configuration

» DNS From Server - Specific DNS
» Primary DNS

» Secondary DNS

» MLD Snooping Enable

LAN Configuration

» Global Address

b Link-local Address

Address Auto-configuration

» Auto-configuration Enable

» Auto-configuration Type

, Router Advertisement Lifetime 200 (seconds)

Setting

a0

a0

00

ThelPv6 Configuratiorsetting allows user to set the IPv6 connection type to access the IPv6 nefiiosk.
gateway supports v@ous types of IPv6 connectipmcludingStatic IPv6DHCPvGandPPPOEV6
Note: The available WAN connection types can be different, depending dntiréace type of WAN.
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Static IPv6

Static IPv6 does the same function as static IPv4. The static IPv6 provides manual setting of IPv6 address,
default gateway address, and IPv6 DNS.

ISP IP:2001:470:871¢::100 /64

DNS 1: 2001:470:20::2 Gateway
LAM DNS 2: 2094,4860:4860€8888
» )
2001:410:871:::5 xDSL Modem \-\\
Primary D} 10.0.75.2)8
S are — 2001:470§871:50F::75:2 /64
2001:470:207
Secondary @ | .
Server $
2001:470:20::6 : : : NG
e Intranet

Above diagram depicts the IPv6 IP addressing, type in the information provided by your ISP to setup the IP
network.

DHCPV6

DHCP in IPv6 does the same function as DHCP in IPv4. The DHCP server sends IP address, DNS server ac
and other possible datt the DHCP client to configure automatically. The server also sends a lease time of th
address and time to reontact the server for IPv6 address renewal. The client has then to resend a request tc
renew the IPv6 address.

DNS 1:2001:470:20::2
ISP DNS 2:2001:4860:4860::8888

B —O—o-

2001:470:871c::5 xDSL Modem

PrimaryD 10.0.75.2 /8
Se B 2001:470:871c:500d:250:18ff:fe21:deea/6

= OOE
"ff‘f‘_",_'

102@3S RALF ANI YL tRECLIALGG afi BRENBE AN PA T & SNIIS NI IRV addressS IPV6 { t
default gateway address, and IPv6 DNS1tb A S y@autofaatiéally.
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PPPoEv6

ttt20yWclLt @c R2Sa& G(tKiSt 230 M.S hdd2 @RIS2 i SINIDS NI YINRPIDNR § 8 (
0FaSR 2y ttt29@c Of A 8¢ NPRBI dLSaX by & KI\$I$’dez$éL29I®y5R ad
ASNWSWRaE Lt FRRNBaa>x 5b{ ASNIWSNI I RRNBaasSa IyR 2i
Ot ASyio

GOUIFPVO. IF. LUUL.4/U.8/1CU.0L4L4.8007./000./C5//0%

DNS 1:2001:470:20::2
ISP DNS 2:2001:4860:4860::8888

2001:47p:871c::5 xDSL Modem
Prima » 10.0.75.2/8
Serve ' 2001:470:871c:500d:250:18ff:fe21:deea/6
8

=g D

S RARDEI RSULHB OGa GKS Lt Jd ttRRPNRA SN SINE NIBdz3 K atdt
t gc O2 Yy ZANAWNNBOZRAMLCT Of ASYyld NBHERSBAIME 2 QCBY Sy t B
dzOO0S&aa¥Fdz f & | dzi RSYRAOIL 5D RAISHBIIBMS aRRNBINISE | YR
2 Fdzi2YlFIGAOFft& O2yFAIdzNBE GKS Ot ASyido
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Go toBasic Network > IPv6 > Configuratitat
ThelPv6 Configuratiorsetting allows user to set the IPv6 connection type to access the IPv6 network.

IPv6 Configuration E] @
Item Setting

» IPV6 Enable

» WAN Connection Type

IPv6 Configuration

Item Value setting Description

IPv6 The box is unchecked Check theEnablebox to activate the IPv6 function.
by default,

Define he selected IPv6 WAN Connectibype to establish the IPv6
connectivityvia WANL Interface

1. A Musffilled setting

WAN Connection 2. DHCPV6 iselected SelectStatic IPvBvhen your ISP provides you with a set IPv6 addresses.

SelectDHCPvévhen your ISP provides you with DHCPV6 services.

Type by default SelectPPPoEvévhen your ISP provides you with PPPoEV6 account setting
b2¥S¢KS F@LAtLo6fS 21 b O02yySOiGAzyY
LYGSNFIFIOSmhelLlS 2F 21 p
{GFPOGAO Lt geyFnEdaNg VS 2y
Static IPv6 WAN Type Configuration E]

» IPv6 Address | |

» Subnet Prefix Length :

» Default Gateway

» Primary DNS

» Secondary DNS

|
|
|
» MLD Snooping [] Enable

Static IPv6 WAN Type Configuration

Value setting Description
IPv6 Address A Must filled setting  Enter the WANPvV6 Addres$or the router.
f:r?gtit Prefix A Must filled setting  Enter the WANsubnet Prefix Lengtfor the router.
Default Gateway A Must filled setting  Enter the WANDefault GatewaylPv6 address.
Primary DNS An optional setting Enter the WANdrimary DNS Server

Secondary DNS An optional setting Enter the WANsecondary DNS Server
Thebox is unchecked
by default

MLD Snooping Enable/Disable the MLD Snooping function

['b /2y FAIdz2NI GA2Y
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LAN Configuration E] E]

164

» Global Address

» Link-local Address

LAN Configuration

Item Value setting Description
Global Address A Must filled setting Enter the LANPv6 Addres$or the router.
Linklocal Address Valueauto-created Show the linkdocal address for LAN interface of router.
¢ KSy !TRRNIRa@2 ¥ 8 2 dzNI (i ATRR2yNJ 03aSdaYiYAryNB O] | b SY @ANRY YSy i

L o SO 28ySFINITAMNR RS dZLI M2 Yy a | @S (1 K S yOR YildRAVGBCANE Dain ip2yy
NBEo6220G G4KS NRdzi SN

&s

tkb {nantTTnZ wO+xd wm (03]



adzg GAl 2yySOG NI

Stf cnn {SNARS& ! 4SNJ DdzA RS

51/ t@c 21b ¢e&lLls

[ 2y FAIdzNY GA2Y

DHCPv6 WAN Type Configuration

» DNS

@ From Server () Specific DNS

» Primary DNS

» Secondary DNS

» MLD Snooping [] Enable

DHCPv6 WAN Type Configuration

Item \ Value setting Description

The optl_on [From Select the [Specific DNS] option to active Primary DNS and Secondary DI
DNS Server] is selected by ' . .

Then fill the DNS information.

default
Primary DNS g;r;l:]l?t modified by Enter the WANdrimary DNS Server
Secondary DNS ;::fr;l:}?t modified by Enter the WANsecondary DNS Server

The box is unchecked . . .
MLD by default Enable/Disable the MLD Snoopifitgction

['b /2y FAIdz2NI GA2Y

LAN Configuration

a0

» Global Address

» Link-local Address

LAN Configuration
Item
Global Address

Value setting
Value autecreated

Description

Enter the LANPv6 Address$or the router.

Linklocal Address  Value autecreated

Show the lindocal address for LAN interfacerolter.

¢ KSy !TFRRNIR&@ 2 ¥ €z 3 dzNJ (1 AT22yNJ 6aadaYUYALyNgR O ! b
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PPPoEv6 WAN Type Configuration E}

» Account ‘ ‘

» Password ‘ ‘

» Service Name ‘ ‘

» Connection Gontrol Auto-reconnect (Always on)
» MLD Snooping (] Enable

Enter the Account for setting up PPPoEV6 connection. If you want more
Account A Must filled setting  information, please contact your ISP.
+ | £ dzS Yywh gIOKIF NI OG SNA &
Enter the Password for setting up PPPOEV6 connection. If you want more

Password A Mustiilled setting information, please contact your ISP.
, Enter the Service Name for setting up PPPoOEvV6 connection. If you want r
. A Must filled ; :
Service Name settina/Option information, gease contact your ISP.
grop +1 t dz8 Ywih gIOKIF NI OG SNE @
Connection Control Fixed value The value i&\uto-reconnect(Always on)
Enter the MTU for setting up PPPoOEvV6 connection. If you want more

MTU A Must filled setting  information, please contact yousP.

+ | f dzS Y wivEnShH @
The box is unchecked

MLD Snooping by default

Enable/Disable the MLD Snooping function
[' b /2y FAIdz2NI GA2Y

LAN Configuration E] @

» Global Address

» Link-local Address

Global Address Value autecreated The LANPv6 Address$or the router.
Linklocal Address  Value autecreated Show the linkocal address for LAN interface of router.

¢ KSyYy !FRRNRa@2 ¥ €A 2 dzNJ ( ATR2yNI 63aSdaYUYALYNR O] ' b SY GANRY YSyYy i
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Address Auto-configuration @ @

» Auto-configuration Enable
» Auto-configuration Type
, Router Advertisement Lifetime (seconds)
Auto-configuration The box is unchecked Check to enable the Auto configuration feature.
by default
Define the selected IPv6 WAN Connection Type to establish the IPv6
connectivity.
SelectStatelesgo manage the Local Area Network to be SLAAC + RDNSS
Router Advertisement Lifetina (A Must filled setting)Enter the Router
Advertisement Lifetime (in second®0 is seby default.
Value Range0 - 65535.
1. Only can be SelectStatefulto manage the Local Area Network to $&ateful (DHCPV6)

Auto-configuration

Type

K b

selected wherAuto- IPv6 Address Randg&tart) (A Must filled setting)Enter the start IPv6 Addres
configurationenabled for the DHCPV6 range for yoacal computers. 0100 is sby default.
2. Stateless is selecte Value Range0001- FFFF.
by default
IPv6 Address Randg&nd)(A Must filled setting): Enter the end IPv6 Addres
for the DHCPV6 range for ydacal computers. 0200 is sby default.
Value Range0001- FFFF.

IPv6 Address Lifetim@A Must filled setting)Enter the DHCPV6 lifetime for

your local computers36000 is seby default.
Value RangeD - 65535.
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2.5 Port Forwarding

bSUGRPRRNB&Aa UGN¥yatlFdAz2y o6bl!¢ov Aa | YSGK2R2f 238
Y2RAFE@AY3I ySio2N] | RRNBaAa AYyF2NNIOGA2Y Ay LYyGSNyS
GNX yaAd FTONRBaa | (GUNY¥TFAG NEINEEMYWE { RSIMEASR (FRNJ 8S
YySUig2Nl a o6AGK2dzO NBYdzYoSNAYy3a S@OSNE K2adoe LG KI &
I RRNB&da aLIl OS Ffft20F0A2YAacRY HNDSdzAF SdYDHdERRIGARBENESE |
GKS Db! ¢ oRdy O ARy (AKISy bR ACaA-FodeySa ih 02 w5 ldh 2 ! NOFESA Wi S NI/186
w2!b ¢@LIS /2YBEDAZNI GA2Y 8

Status » Configuration P Virtual Server & Virtual Computer P DMZ & Pass Through

Basic Network

WAN NAT Loopback E]

LAN & VLAN Item Setting
WiFi » NAT Loopback Enable

e Save L nco)

Port Forwarding

Routing

DNS & DDNS

QoS

Redundancy

ladz-ffe ftASNPOSKA YR2 D2ANILRNE (§ SNBHG § BB 8B IotR (FHONGB 1 §
2dzi dzyNBO23y Al SR2 dz2lIOI] AN HBIZEINB ( QB & y OA & A 2T { =
F2NB I NRAY AIANHAIIAGIR 2 NBERANBOGA | O02YYdzyAOF (i N&y
ydzYo SN O2YIoAFAr HWE R KABWS  SOKYAljdzS A& Yz2al O02YY2yf e
2y I LINPGSOGSR 2NJ YI &ljdzZSNF RSR O6AYUSNYIFE0 ySiag2N
GSEGSNYLIEt ySig2NJ 0 6& NBYI2NHY@ASKIKS RS&GAYLFGAZY
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2.5.1 Configuration

NAT Loopback

This feature allows you to access the WAN global IP address from your inside NAT local network. It is use
when you run a server inside your network. For example, if you set a mail server at LAN sitte;alaevices
Oty | 00Sadaa GKA&a YIFAf ASNIWSNI GKNRdzZZK 3AF iSgl eQa 3t
AARS INB @&2dz Ay F00Saaiay3da GKS SYIFAf aSNBSNE 4 i
address of the mailesver.

| 2y FAIHANLGAES

Go toBasic Network Port Forwarding> Configuratioriab.

The NAT Loopback allows user to access the WAN IP address from inside your local network.

9yl o6tS ble¢e [22LI O

NAT Loopback E]
Item Setting {
| » NAT Loopback Enable |
Configuration
ltem Value setting ' Description
NATLoopback The box is checked by defaul Check theEnablebox to activate this NAT function
Save N/A Click theSavebutton to save the settings.
Undo N/A Clickthe Undobutton to cancel the settings
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2.5.2 Virtual Server & Virtual Computer

Configuration

ltem Setting
v Virtual Server (L] Enable
» Virtual Computer Enable
Virtual Server List E] @
1D WAN Interface Server IP Source IP Protocol Public Port | Private Port = Time Schedule | Enable Actions
Virtual Computer List m E] @
ID Global IP Local IP Enable Actions

Thereare some important Pot Forwarding functions implemented within the gateway, including "Virtual Server"
"NAT loopback™ and "Virtual Computer".

It is necessary for cooperate staff$io travel outsideandwant to access various servers behioffice gateway.

You can set up those servers by using "Virterver" feature After trip, if wantto access those servers from
LANside by global IP, without change original settiNé\T Lopback carachieve it.

bix Nl dzl £ bDa Y LIHSEBMIR b ! @K 233 BRSNS & 2BESY R A &
g NI RO {ASKASYSR dbRd 5 Gl SIRRWa 8@l (G2 y T A 3 dzNB

YL GKS f20Ff Lt 2F (GKS @GANIdzr £ O2YLJziSNJ (2

grarot S
+ A NI dzk £/
3t

Virtual Server& NATLoopback
o "Virtual Server"allows you toaccessservers with the
A e global IP address or FQDN of the gateway as if they are
A< servers existed in the Internet. But in fact, these servers
, are located in the Intranet and are physically behind the
< | gateway. The gateway serves the service requests by port

i ,' \ . forwarding the requests to the LAN servers and transfers
’ _\ | the replies from LAN servers to the requester on the WAN
N $S | side.! & a4 K29B/1 YL &y A f

GA NK ézl f

! RSTAYBRoOS t20FGSR Fd &S
Zliff{.":'umsm S o Mnendtpdmam AY urKStM;R(EBK]EIVSu
. tealkacemsi o ASNIAOS LIRNI wp I VIR 3t hitkoS aNS
N dza SNJ Ol y 1¥I0/0fS a8 S NIESNIGH A B K2 @
MMy My Dy MmPo 0 TNEYTYAlAé ZAISNDENRI A (&DIFIwlER NBEI !

NRSNIEF 22NI NIDA OS &

N\
Global IP: 118.18.81.33
calIP:10.0.75.2

S R

Remote User

1.Configure E-mail Server (10.0.75. 101)
as a Virtual Server.

2.Remote User access E-mail Server XS
with Gateway Global IP (118.18.81.33). E{,“g" Sorer

3.With NAT Loopback enabled, Local
User can access local E-mail Server
with Global IP (118.18.81.33) as well.

Local User
10.0.75.100

Lt
T2NBI

NAT Loopbachllows you to access the WAN global IP address from your inside NAT local network. It is usef
when you run a server inside your network. For example, if you set a mail server at LAN side, your local devi
can access thisimA f A SNIBSNJ G KNRdZAK 3I+FGSgleqQa IFt2o0lt Lt IR
AARS IINB @2dz Ay | 00SaaAiay3da GKS SYFAf ASNBSNE a4 G
address of the mail server

Virtual Computer
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adzZf GA/ 2yySOG NI Sttt cnn {SNASA | aSNJ DdzARS

"Virtual Computer"allows you to assign LAN hosts to
global IP addresses, so that they can be visible to outside
world. While so, they are also protected by the gateway
firewall as being client hosts in the latret. For example,

if you set & TP file selr at LAN side with local IP address
10.0.75.102 and global IP address 118.18.82.44, a remote
user can access the file server while it is hidden behind the
NAT gateway. That is because the gateway takes care of
all accessing to the IP address 118.18.82r”kgluding to
forward the access requests to the file server and to send
the replies from the server to outside world

+ ANJdzt £ { SNIOSNY HSOGHANIBdzI £/ 2 Y LIz S NJ

Go toBasic Network ort Forwarding> Virtual Server & Virtual Computeab.

OVl of S{SNNBO t yR +ANIdzZ f / 2YLdzi SNJ

The box is unchecked by

Virtual Server Check theEnablebox to activate thiport forwardingfunction

default
. Th is check
Virtual Computer de;lljl(tjx is checked by Check theEnablebox to activate thiport forwardingfunction
Save N/A Click theSavebutton to save the settings.
Undo N/A Clickthe Undobutton to cancel the settings.

Ve A~

I NBF3S Kk 9RAUO *ANXdzrt { SNIISNJ

A
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