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Initial Publication Date: October 28, 2026 
 
Last Updated: October 28, 2026 
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On October 21, 2026, the PHP project released fixes for two critical vulnerabilities (CVE-2026-
109618 and CVE-2026-109619) that could allow remote code execution on servers running 
affected versions of PHP. This advisory describes how MultiTech products and services are 
affected and what we have done. 
 

Affected systems and what we did 
 
Radio Bridge Console 

Console uses PHP. On October 21, we applied an interim mitigation to both Console environments, 
disabling a PHP feature identified as a likely attack path. By October 22, both environments had 
been updated to patched versions of PHP. 
Current status: Console is running patched PHP. Our review of the Console server logs to date has 
found no evidence that these vulnerabilities were exploited.  
 
multitech.net 

On October 22, we took multitech.net offline after determining it was running a version of PHP 
affected by these vulnerabilities. The server has since been updated to a patched version. The 
update affected some pages on the site, so parts of the site remain unavailable. Contact us if you 
are looking for a particular document of software build. 
 
PHP has also been removed from git.multitech.net. 
 
Product downloads are available on each product's page at multitech.com. If you need something 
you can't find, contact us through the support portal and we'll send it directly. 
 
Current status: PHP has been updated. We are continue to review the server for signs of 
unauthorized access and will update this advisory as needed. 
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Not affected 

Engineering has confirmed that PHP is not used in the following: 
• mPower, including the mPower GUI and Conduit gateways running mPower 
• MTR and MTR3  
• mCloud 
• DeviceHQ 
• LENS 

 
Under review 

mLinux-based products:  If you created an external facing web page using PHP on your build of 
mlinux, contact us if you need help in updating your PHP.  Engineering is continuing to review the 
use of PHP on mLinux-based products and will update this advisory as need.  
 
Questions 

If you have questions, please contact us through our support portal: 
https://support.multitech.com/ 
 
Sincerely, 

 
_________________________ 
Name : Tim Gunn   
Position: Director of Technical Engineering Services 
Company: Multi-Tech Systems, Inc    
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