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Product Change Notification

MultiConnect® eCell (MTE and MTE2)
MultiConnect® rCell 500 Series (MTR5)
MultiConnect® rCell 600 Series (MTR6)
MultiConnect® CBRS Wi-Fi AP (MTCAPW)

Updated Firmware Available

Date: April 6, 2022

Product Change Notification (PCN) Number
PCN 04062022-001 (Firmware Update)

Overview
In June 2022, an updated firmware version will be available to resolve
CVE-2022-0778 and other openSSL CVE (openSSL release notes)

e See part numbers impacted for details

Suggested Action Plan
Customers
1. Recognize that impacted devices require a firmware update to resolve a
security vulnerability
2. Evaluate the new firmware version and update deployed devices if
needed
3. Additional information
e Technical inquiries: support.multitech.com
e Sales inquiries: email sales@multitech.com
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e Forward this announcement to others in your organization who are actively involved in the sale or

support of access points, routers, and Ethernet bridges

e Encourage customers to evaluate the new firmware version in their environment.
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mailto:sales@multitech.com?subject=mPower%205.3.7%20and%20Conduit%20with%20Substitute%20Components

MULTITECH

CREATE * CONNECT+ COMMUNICATE

Firmware Overview

New firmware versions include the following operating system component update

Updated OpenSSL

OpenSSL updated to version 1.1.1n
Resolution to CVE-2022-0778 and other openSSL CVE (openSSL release notes)
Additional information available at: http://www.multitech.com/landing-pages/security

Schedule
New firmware versions will be available for download in June 2022.

Ordering Part Numbers Impacted
The following ordering part numbers are impacted by these updates:

MultiConnect® eCell

o MTE-LAT6-B07-US

o MTE-LEU6-BO7-EU-GB-AU

o MTE2-L12G2-B07-US
MultiConnect® rCell 500 Series

o MTR5-LEU2-B04.R1-EU-GB
MultiConnect® rCell 600 Series

o MTR6-L12G1-B04-US
MultiConnect® CBRS Wi-Fi AP

o MTCAPW-L12G2-A600VA-CUA

Upgrade Process
Updated firmware is available at www.multitech.com.

1.

2.
3.
[ ]

Select the category and product family of interest

Locate and select the correct model number from the Product Listing

Visit the DOWNLOADS tab for the list of available firmware downloads

MultiConnect® eCell

o  MTE-LAT6-B07-US https://www.multitech.com/models/92507165LF
=  DOWNLOADS tab, MTE-LAT6-v211

o MTE-LEU6-BO7-EU-GB-AU https://www.multitech.com/models/92507166LF
=  DOWNLOADS tab, MTE-LEU6-v211

o MTE2-L12G2-B07-US https://www.multitech.com/models/92507163LF
=  DOWNLOADS tab, MTE-Lxxx-v308

MultiConnect® rCell 500 Series

o MTR5-LEU2-B04.R1-EU-GB https://www.multitech.com/models/92507337LF
=  DOWNLOADS tab, MTR5-LEU2-v420

MultiConnect® rCell 600 Series

o MTR6-L12G1-B04-US https://www.multitech.com/models/92507338LF
=  DOWNLOADS tab, MTR6-L12G1-v506

MultiConnect® CBRS Wi-Fi AP

o MTCAPW-L12G2-A600VA-CUA - https://www.multitech.com/models/92507151LF
=  DOWNLOADS tab, MTCAPW-L12G2-v405
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Additional Information
If you have any questions regarding this Product Change Notification, please contact your MultiTech sales
representative or visit the technical resources listed below:

World Headquarters — USA
+1 (763) 785-3500 | sales@multitech.com

EMEA Headquarters — UK
+(44) 118 959 7774 | sales@multitech.co.uk

MultiTech Security Advisories

www.multitech.com/landing-pages/security

MultiTech monitors industry news and announcements to identity security issues that may impact our devices
and operating systems and strive to provide the information and tools to keep your deployments secure and
online.

MultiTech Developer Resources:

www.multitech.net

An open environment where you can ask development related questions and hear back from MultiTech
engineering or a member of this community.

Knowledge Base:
http://www.multitech.com/kb.go
Immediate access to support information and resolutions for all MultiTech products.

MultiTech Support Portal:
support.multitech.com
Create an account and submit a support case directly to our technical support team.

MultiTech Website:
www.multitech.com

Trademarks and Registered Trademarks
MultiConnect, MultiTech and the MultiTech logo are registered trademarks of Multi-Tech Systems, Inc. All other
trademarks or registered trademarks are the property of their respective owners.

Copyright © 2022 by Multi-Tech Systems, Inc. All rights reserved.
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ATTACHMENT |
Identifying Firmware Version

When logging into the device via the user interface, the user can easily identify the version of firmware on their
device.

. Firmware version 405
TECH O MTCAPW-L12G2-v405

MultiConnect® CBRS Wi-Fi AP v4.05

—~

Login

This system is for the use of authorized users only. Individuals using this system without
authority, or in excess of their authonity, are subject to having all their activities on this system
monitored and recorded by system personnel. Anyone using this system expressly consents to
such monstoring and 1s advised that if such monitoring reveals possible evidence of criminal
activity, system personnel may provide the evidence of such monitoring to law enforcement
officials.
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Revision History
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